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252.203-7000 REQUIREMENTS RELATING TO COMPENSATION OF FORMER DOD OFFICIALS (SEP 2011) DFARS
252.203-7002 REQUIREMENT TO INFORM EMPLOYEES OF WHISTLEBLOWER RIGHTS (SEP 2013) DFARS
52.204-19 INCORPORATION BY REFERENCE OF REPRESENTATIONS AND CERTIFICATIONS (DEC 2014) FAR

52.204-23 PROHIBITION ON CONTRACTING FOR HARDWARE, SOFTWARE, AND SERVICES DEVELOPED OR PROVIDED BY
KASPERSKY LAB AND OTHER COVERED ENTITIES (JUL 2018) FAR

As prescribed in 4.2004, insert the following clause:
(a) Definitions. As used in this clause --
Covered article means any hardware, software, or service that --
(1) Is developed or provided by a covered entity;
(2) Includes any hardware, software, or service developed or provided in whole or in part by a covered entity; or
(3) Contains components using any hardware or software developed in whole or in part by a covered entity.
Covered entity means --
(1) Kaspersky Lab;
(2) Any successor entity to Kaspersky Lab;
(3) Any entity that controls, is controlled by, or is under common control with Kaspersky Lab; or
(4) Any entity of which Kaspersky Lab has a majority ownership.

(b) Prohibition. Section 1634 of Division A of the National Defense Authorization Act for Fiscal Year 2018 (Pub. L. 115-91) prohibits
Government use of any covered article. The Contractor is prohibited from --

(1) Providing any covered article that the Government will use on or after October 1, 2018; and

(2) Using any covered article on or after October 1, 2018, in the development of data or deliverables first produced in the performance of the
contract.

(c) Reporting requirement. (1) In the event the Contractor identifies a covered article provided to the Government during contract performance,
or the Contractor is notified of such by a subcontractor at any tier or any other source, the Contractor shall report, in writing, to the Contracting
Officer or, in the case of the Department of Defense, to the website at https://dibnet.dod.mil. For indefinite delivery contracts, the Contractor
shall report to the Contracting Officer for the indefinite delivery contract and the Contracting Officer(s) for any affected order or, in the case of
the Department of Defense, identify both the indefinite delivery contract and any affected orders in the report provided at https://dibnet.dod.mil.

(2) The Contractor shall report the following information pursuant to paragraph (c)(1) of this clause:

(i) Within 1 business day from the date of such identification or notification: The contract number; the order number(s), if applicable;
supplier name; brand; model number (Original Equipment Manufacturer (OEM) number, manufacturer part number, or wholesaler
number); item description; and any readily available information about mitigation actions undertaken or recommended.

(i) Within 10 business days of submitting the report pursuant to paragraph (c)(1) of this clause: Any further available information about
mitigation actions undertaken or recommended. In addition, the Contractor shall describe the efforts it undertook to prevent use or
submission of a covered article, any reasons that led to the use or submission of the covered article, and any additional efforts that will be
incorporated to prevent future use or submission of covered articles.

(d) Subcontracts. The Contractor shall insert the substance of this clause, including this paragraph (d), in all subcontracts, including
subcontracts for the acquisition of commercial items.

(End of clause)
252.204-7003 CONTROL OF GOVERNMENT PERSONNEL WORK PRODUCT (APR 1992) DFARS
252.204-7004 LEVEL | ANTITERRORISM AWARENESS TRAINING FOR CONTRACTORS (FEB 2019) DFARS

252.204-7009 LIMITATIONS ON THE USE OR DISCLOSURE OF THIRD-PARTY CONTRACTOR REPORTED CYBER INCIDENT
INFORMATION (OCT 2016) DFARS

252.204-7012 SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER INCIDENT REPORTING (OCT 2016) DFARS
52.211-15 DEFENSE PRIORITY AND ALLOCATION REQUIREMENTS (APR 2008) FAR
52.215-8 ORDER OF PRECEDENCE - UNIFORM CONTRACT FORMAT (OCT 1997) FAR

252.215-7014 EXCEPTION FROM CERTIFIED COST OR PRICING DATA REQUIREMENTS FOR FOREIGN MILITARY SALES INDIRECT
OFFSETS (JUN 2018) DFARS

52.222-50 COMBATING TRAFFICKING IN PERSONS (JAN 2019) FAR

52.223-18 ENCOURAGING CONTRACTOR POLICIES TO BAN TEXT MESSAGING WHILE DRIVING (AUG 2011) FAR
52.223-20 AEROSOLS (JUN 2016) FAR

52.223-21 FOAMS (JUN 2016) FAR

52.225-13 RESTRICTIONS ON CERTAIN FOREIGN PURCHASES (JUN 2008) FAR

52.232-1 PAYMENTS (APR 1984) FAR
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52.232-8 DISCOUNTS FOR PROMPT PAYMENT (FEB 2002) FAR
52.232-11 EXTRAS (APR1984) FAR
52.232-25 PROMPT PAYMENT (JAN 2017) FAR
52.232-33 PAYMENT BY ELECTRONIC FUNDS TRANSFER-SYSTEM FOR AWARD MANAGEMENT (JUL 2013) FAR
52.232-40 PROVIDING ACCELERATED PAYMENTS TO SMALL BUSINESS SUBCONTRACTORS (DEC 2013) FAR
252.232-7003 ELECTRONIC SUBMISSION OF PAYMENT REQUESTS AND RECEIVING REPORTS (DEC 2018) DFARS
252.232-7006 WIDE AREA WORKFLOW PAYMENT INSTRUCTIONS (DEC 2018) DFARS
As prescribed in 232.7004(b), use the following clause:
(a) Definitions. As used in this clause-
“Department of Defense Activity Address Code (DoDAAC)” is a six position code that uniquely identifies a unit, activity, or organization.
“Document type” means the type of payment request or receiving report available for creation in Wide Area WorkFlow (WAWF).
“Local processing office (LPO)” is the office responsible for payment certification when payment certification is done external to the entitlement
system.
(b) Electronic invoicing. The WAWF system is the method to electronically process vendor payment requests and receiving reports, as
authorized by DFARS 252.232-7003, Electronic Submission of Payment Requests and Receiving Reports.
(c) WAWF access. To access WAWF, the Contractor shall-

(1) Have a designated electronic business point of contact in the System for Award Management at https://www.acquisition.gov; and

(2) Be registered to use WAWF at https://wawf.eb.mil/ following the step-by-step procedures for self-registration available at this web site.
(d) WAWF training. The Contractor should follow the training instructions of the WAWF Web-Based Training Course and use the Practice
Training Site before submitting payment requests through WAWF. Both can be accessed by selecting the “Web Based Training” link on the
WAWF home page at https://wawf.eb.mil/
(e) WAWF methods of document submission. Document submissions may be via web entry, Electronic Data Interchange, or File Transfer
Protocol.
(f) WAWF payment instructions. The Contractor must use the following information when submitting payment requests and receiving reports
in WAWF for this contract/order:

(1) Document type. The Contractor shall use the following document type(s).

(Contracting Officer: Insert applicable document type(s).

Note: If a “Combo” document type is identified but not supportable by the
Contractor's business systems, an “Invoice” (stand-alone) and “Receiving Report”
(stand-alone) document type may be used instead.)

(2) Inspection/acceptance location. The Contractor shall select the following inspection/acceptance location(s) in WAWF, as specified
by the contracting officer.

(Contracting Officer: Insert inspection and acceptance locations or “Not applicable.”)
(3) Document routing. The Contractor shall use the information in the Routing Data Table below only to fill in applicable fields in WAWF
when creating payment requests and receiving reports in the system.

Routing Data Table*

Data to be entered in

Field Name in WAWF WAWE

Pay Official DODAAC

Issue By DoDAAC

Admin DoDAAC

Inspect By DoDAAC

Ship To Code
Ship From Code
Mark For Code

Service Approver
(DoDAAC)

CONTINUED ON NEXT PAGE
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Data to be entered in

Field Name in WAWF WAWF

Service Acceptor
(DoDAAC)

Accept at Other DoDAAC

LPO DoDAAC

DCAA Auditor DODAAC

Other DoDAAC(s)

(*Contracting Officer: Insert applicable DoDAAC information or “See schedule”

if multiple ship to/acceptance locations apply, or “Not applicable.”)

(4) Payment request and supporting documentation. The Contractor shall ensure a payment request includes appropriate contract line item
and subline item descriptions of the work performed or supplies delivered, unit price/cost per unit, fee (if applicable), and all relevant back-
up documentation, as defined in DFARS Appendix F, (e.g. timesheets) in support of each payment request.

(5) WAWF email notifications. The Contractor shall enter the e-mail address identified below in the “Send Additional Email Notifications”
field of WAWF once a document is submitted in the system.

(Contracting Officer: Insert applicable email addresses or “Not applicable.”)
(9) WAWF point of contact.
(1) The Contractor may obtain clarification regarding invoicing in WAWF from the following contracting activity's WAWF point of contact.

(Contracting Officer: Insert applicable information or “Not applicable.”)
(2) For technical WAWF help, contact the WAWF helpdesk at 866-618-5988.
(End of clause)

52.233-1 DISPUTES (MAY 2014) FAR
52.233-3 PROTEST AFTER AWARD (AUG 1996) FAR
52.233-4 APPLICABLE LAW FOR BREACH OF CONTRACT CLAIM (OCT 2004) FAR
52.244-6 SUBCONTRACTS FOR COMMERCIAL ITEMS (AUG 2019) FAR
252.244-7000 SUBCONTRACTS FOR COMMERCIAL ITEMS (JUN 2013) DFARS
52.246-17 WARRANTY OF SUPPLIES OF A NONCOMPLEX NATURE (JUN 2003) FAR
(a) Definitions. As used in this clause.

“Acceptance” means the act of an authorized representative of the Government by which the Government assumes for itself, or as an agent of
another, ownership of existing supplies, or approves specific services as partial or complete performance of the contract.

“Supplies” means the end items furnished by the Contractor and related services required under this contract. The word does not include
“data.”

(b) Contractor's obligations.

(1) Notwithstanding inspection and acceptance by the Government of supplies furnished under this contract, or any condition of this contract
concerning the conclusiveness thereof, the Contractor warrants that for [Contracting Officer shall state specific period of time after delivery,
or the specified event whose occurrence will terminate the warranty period; e.g., the number of miles or hours of use, or combinations of
any applicable events or periods of time].

(i) All supplies furnished under this contract will be free from defects in material or workmanship and will conform with all requirements of
this contract; and

(ii) The preservation, packaging, packing, and marking, and the preparation for, and method of, shipment of such supplies will conform
with the requirements of this contract.

(2) When return, correction, or replacement is required, transportation charges and responsibility for the supplies while in transit shall be
borne by the Contractor. However, the Contractor's liability for the transportation charges shall not exceed an amount equal to the cost of
transportation by the usual commercial method of shipment between the place of delivery specified in this contract and the Contractor's
plant, and return.

(3) Any supplies or parts thereof, corrected or furnished in replacement under this clause, shall also be subject to the terms of this clause to
the same extent as supplies initially delivered. The warranty, with respect to supplies or parts thereof, shall be equal in duration to that in
paragraph (b)(1) of this clause and shall run from the date of delivery of the corrected or replaced supplies.

(4) All implied warranties of merchantability and “fitness for a particular purpose” are excluded from any obligation contained in this contract.

CONTINUED ON NEXT PAGE
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(c) Remedies available to the Government.

(1) The Contracting Officer shall give written notice to the Contractor of any breach of warranties in paragraph (b)(1) of this clause within
[Contracting Officer shall insert specific period of time; e.g., “45 days of the last delivery under this contract,” or “45 days after discovery of
the defect”].

(2) Within a reasonable time after the notice, the Contracting Officer may either.

(i) Require, by written notice, the prompt correction or replacement of any supplies or parts thereof (including preservation, packaging,
packing, and marking) that do not conform with the requirements of this contract within the meaning of paragraph (b)(1) of this clause; or

(i) Retain such supplies and reduce the contract price by an amount equitable under the circumstances.

(3)(i) If the contract provides for inspection of supplies by sampling procedures, conformance of supplies or components subject to
warranty action shall be determined by the applicable sampling procedures in the contract. The Contracting Officer.

(A) May, for sampling purposes, group any supplies delivered under this contract;

(B) Shall require the size of the sample to be that required by sampling procedures specified in the contract for the quantity of
supplies on which warranty action is proposed;

(C) May project warranty sampling results over supplies in the same shipment or other supplies contained in other shipments even
though all of such supplies are not present at the point of reinspection; provided, that the supplies remaining are reasonably
representative of the quantity on which warranty action is proposed; and

(D) Need not use the same lot size as on original inspection or reconstitute the original inspection lots.

(ii) Within a reasonable time after notice of any breach of the warranties specified in paragraph (b)(1) of this clause, the
Contracting Officer may exercise one or more of the following options:

(A) Require an equitable adjustment in the contract price for any group of supplies.

(B) Screen the supplies grouped for warranty action under this clause at the Contractor's expense and return all nonconforming
supplies to the Contractor for correction or replacement.

(C) Require the Contractor to screen the supplies at locations designated by the Government within the contiguous United
States and to correct or replace all nonconforming supplies.

(D) Return the supplies grouped for warranty action under this clause to the Contractor (irrespective of the f.o0.b. point or the
point of acceptance) for screening and correction or replacement.

(4)(i) The Contracting Officer may, by contract or otherwise, correct or replace the nonconforming supplies with similar supplies from
another source and charge to the Contractor the cost occasioned to the Government thereby if the Contractor.

(A) Fails to make redelivery of the corrected or replaced supplies within the time established for their return; or

(B) Fails either to accept return of the nonconforming supplies or fails to make progress after their return to correct or replace
them so as to endanger performance of the delivery schedule, and in either of these circumstances does not cure such failure
within a period of 10 days (or such longer period as the Contracting Officer may authorize in writing) after receipt of notice from
the Contracting Officer specifying such failure.

(i) Instead of correction or replacement by the Government, the Contracting Officer may require an equitable adjustment of the
contract price. In addition, if the Contractor fails to furnish timely disposition instructions, the Contracting Officer may dispose of the
nonconforming supplies for the Contractor's account in a reasonable manner. The Government is entitled to reimbursement from the
Contractor, or from the proceeds of such disposal, for the reasonable expenses of the care and disposition of the nonconforming
supplies, as well as for excess costs incurred or to be incurred.

(5) The rights and remedies of the Government provided in this clause are in addition to and do not limit any rights afforded to the
Government by any other clause of this contract.

(End of clause)
52.247-1 COMMERCIAL BILL OF LADING NOTATIONS (FEB 2006) FAR

As prescribed in 47.104-4, insert the following clause:

When the Contracting Officer authorizes supplies to be shipped on a commercial bill of lading and the Contractor will be reimbursed these transportation
costs as direct allowable costs, the Contractor shall ensure before shipment is made that the commercial shipping documents are annotated with either of the
following notations, as appropriate:

(a) If the Government is shown as the consignor or the consignee, the annotation shall be: Transportation is for the [name the specific agency] and the
actual total transportation charges paid to the carrier(s) by the consignor or consignee are assignable to, and shall be reimbursed by, the Government.

(b) If the Government is not shown as the consignor or the consignee, the annotation shall be:

Transportation is for the [name the specific agency] and the actual total transportation charges paid to the carrier(s) by the consignor or consignee shall
be reimbursed by the Government, pursuant to cost-reimbursement contract No. . This may be confirmed by contacting [Name and address of the

CONTINUED ON NEXT PAGE
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contract administration office listed in the contract].

(End of clause)
252.247-7023 TRANSPORATION OF SUPPLIES BY SEA -- BASIC (FEB 2019) DFARS
(a) Definitions. As used in this clause --

“Components” means articles, materials, and supplies incorporated directly into end products at any level of manufacture, fabrication, or
assembly by the Contractor or any subcontractor.

“Department of Defense” (DoD) means the Army, Navy, Air Force, Marine Corps, and defense agencies.
“Foreign-flag vessel” means any vessel that is not a U.S.-flag vessel.
“Ocean transportation” means any transportation aboard a ship, vessel, boat, barge, or ferry through international waters.

“Subcontractor” means a supplier, materialman, distributor, or vendor at any level below the prime contractor whose contractual obligation to
perform results from, or is conditioned upon, award of the prime contract and who is performing any part of the work or other requirement of
the prime contract.

“Supplies” means all property, except land and interests in land, that is clearly identifiable for eventual use by or owned by the DoD at the time
of transportation by sea.

(i) Anitem is clearly identifiable for eventual use by the DoD if, for example, the contract documentation contains a reference to a
DoD contract number or a military destination.

(ii) “Supplies” includes (but is not limited to) public works; buildings and facilities; ships; floating equipment and vessels of every
character, type, and description, with parts, subassemblies, accessories, and equipment; machine tools; material; equipment; stores
of all kinds; end items; construction materials; and components of the foregoing.

“U.S.-flag vessel” means a vessel of the United States or belonging to the United States, including any vessel registered or having national
status under the laws of the United States.

(b)(1) The Contractor shall use U.S.-flag vessels when transporting any supplies by sea under this contract.
(2) A subcontractor transporting supplies by sea under this contract shall use U.S.-flag vessels if --
(i) This contract is a construction contract; or
(ii) The supplies being transported are --
(A) Noncommercial items; or
(B) Commercial items that --

(1) The Contractor is reselling or distributing to the Government without adding value (generally, the Contractor does not add value to
items that it subcontracts for f.0.b. destination shipment);

(2) Are shipped in direct support of U.S. military contingency operations, exercises, or forces deployed in humanitarian or
peacekeeping operations; or

(3) Are commissary or exchange cargoes transported outside of the Defense Transportation System in accordance with 10 U.S.C.
2643.

(c) The Contractor and its subcontractors may request that the Contracting Officer authorize shipment in foreign-flag vessels, or designate
available U.S.-flag vessels, if the Contractor or a subcontractor believes that --

(1) U.S.-flag vessels are not available for timely shipment;
(2) The freight charges are inordinately excessive or unreasonable; or
(3) Freight charges are higher than charges to private persons for transportation of like goods.

(d) The Contractor must submit any request for use of foreign-flag vessels in writing to the Contracting Officer at least 45 days prior to the
sailing date necessary to meet its delivery schedules. The Contracting Officer will process requests submitted after such date(s) as
expeditiously as possible, but the Contracting Officer's failure to grant approvals to meet the shipper's sailing date will not of itself constitute a
compensable delay under this or any other clause of this contract. Requests shall contain at a minimum --

(1) Type, weight, and cube of cargo;

(2) Required shipping date;

(3) Special handling and discharge requirements;
(4) Loading and discharge points;

(5) Name of shipper and consignee;

(6) Prime contract number; and

(7) A documented description of efforts made to secure U.S.-flag vessels, including points of contact (with names and telephone
numbers) with at least two U.S.-flag carriers contacted. Copies of telephone notes, telegraphic and facsimile message or letters will
be sufficient for this purpose.
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(e) The Contractor shall, within 30 days after each shipment covered by this clause, provide the Contracting Officer and the Maritime
Administration, Office of Cargo Preference, U.S. Department of Transportation, 400 Seventh Street SW, Washington, DC 20590, one copy of
the rated on board vessel operating carrier's ocean bill of lading, which shall contain the following information:

(1) Prime contract number;

(2) Name of vessel;

(3) Vessel flag of registry;

(4) Date of loading;

(5) Port of loading;

(6) Port of final discharge;

(7) Description of commodity;

(8) Gross weight in pounds and cubic feet if available;
(9) Total ocean freight in U.S. dollars; and

(10) Name of steamship company.

(f) If this contract exceeds the simplified acquisition threshold, the Contractor shall provide with its final invoice under this contract a
representation that to the best of its knowledge and belief --

(1) No ocean transportation was used in the performance of this contract;
(2) Ocean transportation was used and only U.S.-flag vessels were used for all ocean shipments under the contract;

(3) Ocean transportation was used, and the Contractor had the written consent of the Contracting Officer for all foreign-flag ocean
transportation; or

(4) Ocean transportation was used and some or all of the shipments were made on foreign-flag vessels without the written consent of
the Contracting Officer. The Contractor shall describe these shipments in the following format:

CONTRACT LINE

* ITEM DESCRIPTION ITEMS

QUANTITY

TOTAL

(g) If this contract exceeds the simplified acquisition threshold and the final invoice does not include the required representation, the
Government will reject and return it to the Contractor as an improper invoice for the purposes of the Prompt Payment clause of this contract. In
the event there has been unauthorized use of foreign-flag vessels in the performance of this contract, the Contracting Officer is entitled to
equitably adjust the contract, based on the unauthorized use.

(h) If the Contractor indicated in response to the solicitation provision, Representation of Extent of Transportation by Sea, that it did not
anticipate transporting by sea any supplies; however, after the award of this contract, the Contractor learns that supplies will be transported by
sea, the Contractor shall --

(1) Notify the Contracting Officer of that fact; and
(2) Comply with all the terms and conditions of this clause.

(i) In the award of subcontracts, for the types of supplies described in paragraph (b)(2) of this clause, including subcontracts for commercial
items, the Contractor shall flow down the requirements of this clause as follows:

(1) The Contractor shall insert the substance of this clause, including this paragraph (i), in subcontracts that exceed the simplified
acquisition threshold in part 2 of the Federal Acquisition Regulation.

(2) The Contractor shall insert the substance of paragraphs (a) through (e) of this clause, and this paragraph (i), in subcontracts that
are at or below the simplified acquisition threshold in part 2 of the Federal Acquisition Regulation.

(End of clause)
252.247-7028 APPLICATION FOR U.S. GOVERNMENT SHIPPING DOCUMENTATION/INSTRUCTIONS (JUN 2012) DFARS
52.249-1 TERMINATION FOR CONVENIENCE OF THE GOVERNMENT (FIXED-PRICE) (SHORT FORM) (APR 1984) FAR
52.249-8 DEFAULT (FIXED-PRICE SUPPLY AND SERVICE) (APR 1984) FAR
52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998) FAR
As prescribed in 52.107(b), insert the following clause:

This contract incorporates one or more clauses by reference, with the same force and effect as if they were given in full text. Upon request, the
Contracting Officer will make their full text available. Also, the full text of a clause may be accessed electronically at this/these address(es):

FAR: https://www.acquisition.gov/?q=browsefar
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DFARS: https://www.acq.osd.mil/dpap/dars/dfarspgi/current/index.html
DLAD: http://www.dla.mil/HQ/Acquisition/Offers/DLAD.aspx

(End of clause)

52.253-1 COMPUTER GENERATED FORMS (JAN 1991) FAR
252.225-7048 EXPORT CONTROLLED ITEMS (JUN 2013) DFARS

252.225-7051 PROHIBITION ON ACQUISITION OF CERTAIN FOREIGN COMMERCIAL SATELITTE SERVICES (DEC 2018) DFARS
252.225-7052 RESTRICTION ON THE ACQUISITION OF CERTAIN MAGNETS AND TUNGSTEN (APR 2019) DFARS
52.204-25 PROHIBITION ON CONTRACTING FOR CERTAIN TELECOMMUNICATIONS AND VIDEO SURVEILLANCE SERVICES OR

EQUIPMENT (AUG 2019) FAR




