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52.203-19 PROHIBITION ON REQUIRING CERTAIN INTERNAL CONFIDENTIALITY AGREEMENTS OR STATEMENTS (JAN 2017)
FAR

252.203-7000 REQUIREMENTS RELATING TO COMPENSATION OF FORMER DOD OFFICIALS (SEP 2011) DFARS
252.203-7002 REQUIREMENT TO INFORM EMPLOYEES OF WHISTLEBLOWER RIGHTS (SEP 2013) DFARS

52.204-13 SYSTEM FOR AWARD MANAGEMENT MAINTENANCE (OCT 2018) FAR

52.204-14 SERVICE CONTRACT REPORTING REQUIREMENTS (OCT 2016) FAR

52.204-15 SERVICE CONTRACT REPORTING REQUIREMENTS FOR INDEFINITE-DELIVERY CONTRACTS (OCT 2016) FAR
52.204-18 COMMERCIAL AND GOVERNMENT ENTITY CODE MAINTENANCE (AUG 2020) FAR

52.204-19 INCORPORATION BY REFERENCE OF REPRESENTATIONS AND CERTIFICATIONS (DEC 2014) FAR

52.204-20 PREDECESSOR OF OFFEROR (AUG 2020) FAR

(a) Definitions. As used in this provision --

Commercial and Government Entity (CAGE) code means --

(1) An identifier assigned to entities located in the United States or its outlying areas by the Defense Logistics Agency (DLA) Commercial and
Government Entity (CAGE) Branch to identify a commercial or government entity by unique location; or

(2) An identifier assigned by a member of the North Atlantic Treaty Organization (NATO) or by the NATO Support and Procurement Agency
(NSPA) to entities located outside the United States and its outlying areas that the DLA Commercial and Government Entity (CAGE) Branch
records and maintains in the CAGE master file. This type of code is known as a NATO CAGE (NCAGE) code.

Predecessor means an entity that is replaced by a successor and includes any predecessors of the predecessor.

Successor means an entity that has replaced a predecessor by acquiring the assets and carrying out the affairs of the predecessor under a
new name (often through acquisition or merger). The term “successor” does not include new offices/divisions of the same company or a
company that only changes its name. The extent of the responsibility of the successor for the liabilities of the predecessor may vary, depending
on State law and specific circumstances.

(b) The Offeror represents thatit[ J]isor[ ] is nota successor to a predecessor that held a Federal contract or grant within the last three
years.

(c) If the Offeror has indicated “is” in paragraph (b) of this provision, enter the following information for all predecessors that held a Federal
contract or grant within the last three years (if more than one predecessor, list in reverse chronological order):

Predecessor CAGE code: (or mark “Unknown”).
Predecessor legal name:
(Do not use a “doing business as” name).
52.204-23 PROHIBITION ON CONTRACTING FOR HARDWARE, SOFTWARE, AND SERVICES DEVELOPED OR PROVIDED BY
KASPERSKY LAB AND OTHER COVERED ENTITIES (JUL 2018) FAR
(a) Definitions. As used in this clause --
Covered article means any hardware, software, or service that --
(1) Is developed or provided by a covered entity;
(2) Includes any hardware, software, or service developed or provided in whole or in part by a covered entity; or
(3) Contains components using any hardware or software developed in whole or in part by a covered entity.
Covered entity means --
(1) Kaspersky Lab;
(2) Any successor entity to Kaspersky Lab;
(3) Any entity that controls, is controlled by, or is under common control with Kaspersky Lab; or
(4) Any entity of which Kaspersky Lab has a majority ownership.

(b) Prohibition. Section 1634 of Division A of the National Defense Authorization Act for Fiscal Year 2018 (Pub. L. 115-91) prohibits
Government use of any covered article. The Contractor is prohibited from --

(1) Providing any covered article that the Government will use on or after October 1, 2018; and

(2) Using any covered article on or after October 1, 2018, in the development of data or deliverables first produced in the performance of the
contract.

(c) Reporting requirement. (1) In the event the Contractor identifies a covered article provided to the Government during contract
performance, or the Contractor is notified of such by a subcontractor at any tier or any other source, the Contractor shall report, in writing, to
the Contracting Officer or, in the case of the Department of Defense, to the website at https://dibnet.dod.mil . For indefinite delivery contracts,
the Contractor shall report to the Contracting Officer for the indefinite delivery contract and the Contracting Officer(s) for any affected order or,
in the case of the Department of Defense, identify both the indefinite delivery contract and any affected orders in the report provided at _https://
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dibnet.dod.mil .
(2) The Contractor shall report the following information pursuant to paragraph (c)(1) of this clause:

(i) Within 1 business day from the date of such identification or notification: The contract number; the order number(s), if applicable;
supplier name; brand; model number (Original Equipment Manufacturer (OEM) number, manufacturer part number, or wholesaler
number); item description; and any readily available information about mitigation actions undertaken or recommended.

(i) Within 10 business days of submitting the report pursuant to paragraph (c)(1) of this clause: Any further available information about
mitigation actions undertaken or recommended. In addition, the Contractor shall describe the efforts it undertook to prevent use or
submission of a covered article, any reasons that led to the use or submission of the covered article, and any additional efforts that will be
incorporated to prevent future use or submission of covered articles.

(d) Subcontracts. The Contractor shall insert the substance of this clause, including this paragraph (d), in all subcontracts, including
subcontracts for the acquisition of commercial items.

(End of clause)
252.204-7003 CONTROL OF GOVERNMENT PERSONNEL WORK PRODUCT (APR 1992) DFARS
252.204-7004 LEVEL | ANTITERRORISM AWARENESS TRAINING FOR CONTRACTORS (FEB 2019) DFARS

252.204-7009 LIMITATIONS ON THE USE OR DISCLOSURE OF THIRD-PARTY CONTRACTOR REPORTED CYBER INCIDENT
INFORMATION (OCT 2016) DFARS

252.204-7012 SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER INCIDENT REPORTING (DEC 2019) DFARS
52.211-15 DEFENSE PRIORITY AND ALLOCATION REQUIREMENTS (APR 2008) FAR
52.215-8 ORDER OF PRECEDENCE - UNIFORM CONTRACT FORMAT (OCT 1997) FAR

252.215-7014 EXCEPTION FROM CERTIFIED COST OR PRICING DATA REQUIREMENTS FOR FOREIGN MILITARY SALES INDIRECT
OFFSETS (JUN 2018) DFARS

52.222-19 CHILD LABOR - COOPERATION WITH AUTHORITIES AND REMEDIES (DEVIATION 2020-00019) (JUL 2020) FAR

(a) Applicability. This clause does not apply to the extent that the Contractor is supplying end products mined, produced, or manufactured in --
(1) Israel, and the anticipated value of the acquisition is $50,000 or more;
(2) Mexico, and the anticipated value of the acquisition is $83,099 or more; or

(3) Armenia, Aruba, Australia, Austria, Belgium, Bulgaria, Canada, Croatia, Cyprus, Czech Republic, Denmark, Estonia, Finland, France,
Germany, Greece, Hong Kong, Hungary, Iceland, Ireland, Italy, Japan, Korea, Latvia, Liechtenstein, Lithuania, Luxembourg, Malta,
Moldova, Montenegro, Netherlands, New Zealand, Norway, Poland, Portugal, Romania, Singapore, Slovak Republic, Slovenia, Spain,
Sweden, Switzerland, Taiwan, Ukraine, or the United Kingdom and the anticipated value of the acquisition is $182,000 or more.

(b) Cooperation with Authorities. To enforce the laws prohibiting the manufacture or importation of products mined, produced, or manufactured
by forced or indentured child labor, authorized officials may need to conduct investigations to determine whether forced or indentured child
labor was used to mine, produce, or manufacture any product furnished under this contract. If the solicitation includes the provision 52.222-18,
Certification Regarding Knowledge of Child Labor for Listed End Products, or the equivalent at 52.212-3(i), the Contractor agrees to cooperate
fully with authorized officials of the contracting agency, the Department of the Treasury, or the Department of Justice by providing reasonable
access to records, documents, persons, or premises upon reasonable request by the authorized officials.

(c) Violations. The Government may impose remedies set forth in paragraph (d) for the following violations:

(1) The Contractor has submitted a false certification regarding knowledge of the use of forced or indentured child labor for listed end
products.

(2) The Contractor has failed to cooperate, if required, in accordance with paragraph (b) of this clause, with an investigation of the use of
forced or indentured child labor by an Inspector General, Attorney General, or the Secretary of the Treasury.

(3) The Contractor uses forced or indentured child labor in its mining, production, or manufacturing processes.

(4) The Contractor has furnished under the contract end products or components that have been mined, produced, or manufactured wholly
or in part by forced or indentured child labor. (The Government will not pursue remedies at paragraph (d)(2) or paragraph (d)(3) of this
clause unless sufficient evidence indicates that the Contractor knew of the violation.)

(d) Remedies.
(1) The Contracting Officer may terminate the contract.
(2) The suspending official may suspend the Contractor in accordance with procedures in FAR Subpart 9.4.

(3) The debarring official may debar the Contractor for a period not to exceed 3 years in accordance with the procedures in FAR Subpart
9.4.

(End of clause)
52.222-21 PROHIBITION OF SEGREGATED FACILITIES (APR 2015) FAR
52.222-26 EQUAL OPPORTUNITY (SEP 2016) FAR
52.222-36 EQUAL OPPORTUNITY FOR WORKERS WITH DISABILITIES (JUN 2020) FAR
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52.222-50 COMBATING TRAFFICKING IN PERSONS (OCT 2020) FAR

52.223-18 ENCOURAGING CONTRACTOR POLICIES TO BAN TEXT MESSAGING WHILE DRIVING (JUN 2020) FAR
52.223-20 AEROSOLS (JUN 2016) FAR

52.223-21 FOAMS (JUN 2016) FAR

252.223-7008 PROHIBITION OF HEXAVALENT CHROMIUM (JUN 2013) DFARS

52.225-13 RESTRICTIONS ON CERTAIN FOREIGN PURCHASES (JUN 2008) FAR

252.225-7001 BUY AMERICAN AND BALANCE OF PAYMENTS PROGRAM - BASIC (DEC 2017) DFARS

252.225-7001 BUY AMERICAN AND BALANCE OF PAYMENTS PROGRAM—BASIC (DEC 2017), ALTI (DEC 2017) DFARS
252.225-7002 QUALIFYING COUNTRY SOURCES AS SUBCONTRACTORS (DEC 2017) DFARS

252.225-7051 PROHIBITION ON ACQUISITION OF CERTAIN FOREIGN COMMERCIAL SATELLITE SERVICES (DEC 2018) DFARS
252.225-7052 RESTRICTION ON THE ACQUISITION OF CERTAIN MAGNETS, TANTALUM, AND TUNGSTEN (OCT 2020) DFARS
52.232-1 PAYMENTS (APR 1984) FAR

52.232-8 DISCOUNTS FOR PROMPT PAYMENT (FEB 2002) FAR

52.232-9 LIMITATION ON WITHHOLDING OF PAYMENTS (APR 1984) FAR

52.232-11 EXTRAS (APR 1984) FAR

52.232-25 PROMPT PAYMENT (JAN 2017) FAR

52.232-33 PAYMENT BY ELECTRONIC FUNDS TRANSFER-SYSTEM FOR AWARD MANAGEMENT (OCT 2018) FAR
52.232-40 PROVIDING ACCELERATED PAYMENTS TO SMALL BUSINESS SUBCONTRACTORS (DEC 2013) FAR
252.232-7003 ELECTRONIC SUBMISSION OF PAYMENT REQUESTS AND RECEIVING REPORTS (DEC 2018) DFARS
252.232-7006 WIDE AREA WORKFLOW PAYMENT INSTRUCTIONS (DEC 2018) DFARS

(a) Definitions. As used in this clause-

“Department of Defense Activity Address Code (DoDAAC)” is a six position code that uniquely identifies a unit, activity, or organization.
“Document type” means the type of payment request or receiving report available for creation in Wide Area WorkFlow (WAWF).

“Local processing office (LPQO)” is the office responsible for payment certification when payment certification is done external to the entitlement
system.

(b) Electronic invoicing. The WAWF system is the method to electronically process vendor payment requests and receiving reports, as
authorized by DFARS 252.232-7003, Electronic Submission of Payment Requests and Receiving Reports.

(c) WAWEF access. To access WAWF, the Contractor shall-
(1) Have a designated electronic business point of contact in the System for Award Management at _https://www.acquisition.gov; and

(2) Be registered to use WAWF at https://wawf.eb.mil/ following the step-by-step procedures for self-registration available at this web site.

(d) WAWEF training. The Contractor should follow the training instructions of the WAWF Web-Based Training Course and use the Practice
Training Site before submitting payment requests through WAWF. Both can be accessed by selecting the “Web Based Training” link on the
WAWF home page at _https://wawf.eb.mil/

(e) WAWF methods of document submission. Document submissions may be via web entry, Electronic Data Interchange, or File Transfer
Protocol.

(f) WAWEF payment instructions. The Contractor must use the following information when submitting payment requests and receiving reports
in WAWF for this contract/order:

(1) Document type. The Contractor shall use the following document type(s).
INVOICE OR STAND ALONE
(Contracting Officer: Insert applicable document type(s).

Note: If a “Combo” document type is identified but not supportable by the Contractor's business systems, an “Invoice” (stand-alone) and
“Receiving Report” (stand-alone) document type may be used instead.)

(2) Inspection/acceptance location. The Contractor shall select the following inspection/acceptance location(s) in WAWF, as specified
by the contracting officer.

See Section B
(Contracting Officer: Insert inspection and acceptance locations or “Not applicable.”)

(8) Document routing. The Contractor shall use the information in the Routing Data Table below only to fill in applicable fields in WAWF
when creating payment requests and receiving reports in the system.

Routing Data Table*

CONTINUED ON NEXT PAGE
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. . Data to be entered in
Field Name in WAWF WAWF
Pay Official DODAAC SEE BLOCK 15
Issue By DoDAAC SEE BLOCK 6
Admin DoDAAC SEE BLOCK 7
Inspect By DoDAAC SEE SECTION B
Ship To Code SEE SECTION B
Ship From Code SEE SECTION B
Mark For Code SEE SECTION B
Service Approver N/A
(DoDAAC)
Service Acceptor N/A
(DoDAAC)
Accept at Other DoDAAC N/A
LPO DoDAAC N/A
DCAA Auditor DoDAAC N/A
Other DoDAAC(s) N/A

(*Contracting Officer: Insert applicable DoDAAC information or “See schedule” if multiple ship to/acceptance locations apply, or “Not
applicable.”)
(4) Payment request and supporting documentation. The Contractor shall ensure a payment request includes appropriate contract line
item and subline item descriptions of the work performed or supplies delivered, unit price/cost per unit, fee (if applicable), and all relevant
back-up documentation, as defined in DFARS Appendix F, (e.g. timesheets) in support of each payment request.
(5) WAWF email notifications. The Contractor shall enter the e-mail address identified below in the “Send Additional Email Notifications’
field of WAWF once a document is submitted in the system.
N/A
(Contracting Officer: Insert applicable email addresses or “Not applicable.”)
(9) WAWF point of contact.
(1) The Contractor may obtain clarification regarding invoicing in WAWF from the following contracting activity's WAWF point of contact.
SEE ADMINISTATOR LISTED
(Contracting Officer: Insert applicable information or “Not applicable.”)
(2) For technical WAWF help, contact the WAWF helpdesk at 866-618-5988.
(End of clause)
252.232-7010 LEVIES ON CONTRACT PAYMENTS (DEC 2006) DFARS
52.233-1 DISPUTES (MAY 2014) FAR
52.233-3 PROTEST AFTER AWARD (AUG 1996) FAR
52.233-4 APPLICABLE LAW FOR BREACH OF CONTRACT CLAIM (OCT 2004) FAR
52.244-6 SUBCONTRACTS FOR COMMERCIAL ITEMS (JUL 2021) FAR
252.244-7000 SUBCONTRACTS FOR COMMERCIAL ITEMS (OCT 2020) DFARS
252.246-7007 CONTRACTOR COUNTERFEIT ELECTRONIC PART DETECTION AND AVOIDANCE SYSTEM (AUG 2016) DFARS
252.246-7008 SOURCES OF ELECTRONIC PARTS (MAY 2018) DFARS
252.247-7023 TRANSPORATION OF SUPPLIES BY SEA -- BASIC (FEB 2019) DFARS
(a) Definitions. As used in this clause --

“Components” means articles, materials, and supplies incorporated directly into end products at any level of manufacture, fabrication, or
assembly by the Contractor or any subcontractor.

“Department of Defense” (DoD) means the Army, Navy, Air Force, Marine Corps, and defense agencies.
“Foreign-flag vessel” means any vessel that is not a U.S.-flag vessel.
“Ocean transportation” means any transportation aboard a ship, vessel, boat, barge, or ferry through international waters.

“Subcontractor” means a supplier, materialman, distributor, or vendor at any level below the prime contractor whose contractual obligation to
perform results from, or is conditioned upon, award of the prime contract and who is performing any part of the work or other requirement of
the prime contract.

“Supplies” means all property, except land and interests in land, that is clearly identifiable for eventual use by or owned by the DoD at the time

4
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of transportation by sea.

(i) Anitem is clearly identifiable for eventual use by the DoD if, for example, the contract documentation contains a reference to a
DoD contract number or a military destination.

(ii) “Supplies” includes (but is not limited to) public works; buildings and facilities; ships; floating equipment and vessels of every
character, type, and description, with parts, subassemblies, accessories, and equipment; machine tools; material; equipment; stores
of all kinds; end items; construction materials; and components of the foregoing.

“U.S.-flag vessel” means a vessel of the United States or belonging to the United States, including any vessel registered or having national
status under the laws of the United States.

(b)(1) The Contractor shall use U.S.-flag vessels when transporting any supplies by sea under this contract.
(2) A subcontractor transporting supplies by sea under this contract shall use U.S.-flag vessels if --
(i) This contract is a construction contract; or
(ii) The supplies being transported are --
(A) Noncommercial items; or
(B) Commercial items that --

(1) The Contractor is reselling or distributing to the Government without adding value (generally, the Contractor does not add value to
items that it subcontracts for f.o.b. destination shipment);

(2) Are shipped in direct support of U.S. military contingency operations, exercises, or forces deployed in humanitarian or
peacekeeping operations; or

(3) Are commissary or exchange cargoes transported outside of the Defense Transportation System in accordance with 10 U.S.C.
2643.

(c) The Contractor and its subcontractors may request that the Contracting Officer authorize shipment in foreign-flag vessels, or designate
available U.S.-flag vessels, if the Contractor or a subcontractor believes that --

(1) U.S.-flag vessels are not available for timely shipment;
(2) The freight charges are inordinately excessive or unreasonable; or
(3) Freight charges are higher than charges to private persons for transportation of like goods.

(d) The Contractor must submit any request for use of foreign-flag vessels in writing to the Contracting Officer at least 45 days prior to the
sailing date necessary to meet its delivery schedules. The Contracting Officer will process requests submitted after such date(s) as
expeditiously as possible, but the Contracting Officer's failure to grant approvals to meet the shipper's sailing date will not of itself constitute a
compensable delay under this or any other clause of this contract. Requests shall contain at a minimum --

(1) Type, weight, and cube of cargo;

(2) Required shipping date;

(3) Special handling and discharge requirements;
(4) Loading and discharge points;

(5) Name of shipper and consignee;

(6) Prime contract number; and

(7) A documented description of efforts made to secure U.S.-flag vessels, including points of contact (with names and telephone
numbers) with at least two U.S.-flag carriers contacted. Copies of telephone notes, telegraphic and facsimile message or letters will
be sufficient for this purpose.

(e) The Contractor shall, within 30 days after each shipment covered by this clause, provide the Contracting Officer and the Maritime
Administration, Office of Cargo Preference, U.S. Department of Transportation, 400 Seventh Street SW, Washington, DC 20590, one copy of
the rated on board vessel operating carrier's ocean bill of lading, which shall contain the following information:

(1) Prime contract number;

(2) Name of vessel;

(3) Vessel flag of registry;

(4) Date of loading;

(5) Port of loading;

(6) Port of final discharge;

(7) Description of commodity;

(8) Gross weight in pounds and cubic feet if available;
(9) Total ocean freight in U.S. dollars; and

CONTINUED ON NEXT PAGE
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(10) Name of steamship company.

(f) If this contract exceeds the simplified acquisition threshold, the Contractor shall provide with its final invoice under this contract a
representation that to the best of its knowledge and belief --

(1) No ocean transportation was used in the performance of this contract;
(2) Ocean transportation was used and only U.S.-flag vessels were used for all ocean shipments under the contract;

(3) Ocean transportation was used, and the Contractor had the written consent of the Contracting Officer for all foreign-flag ocean
transportation; or

(4) Ocean transportation was used and some or all of the shipments were made on foreign-flag vessels without the written consent of
the Contracting Officer. The Contractor shall describe these shipments in the following format:

CONTRACT LINE

ITEM DESCRIPTION ITEMS

QUANTITY

TOTAL

(9) If this contract exceeds the simplified acquisition threshold and the final invoice does not include the required representation, the
Government will reject and return it to the Contractor as an improper invoice for the purposes of the Prompt Payment clause of this contract. In
the event there has been unauthorized use of foreign-flag vessels in the performance of this contract, the Contracting Officer is entitled to
equitably adjust the contract, based on the unauthorized use.

(h) If the Contractor indicated in response to the solicitation provision, Representation of Extent of Transportation by Sea, that it did not
anticipate transporting by sea any supplies; however, after the award of this contract, the Contractor learns that supplies will be transported by
sea, the Contractor shall --

(1) Notify the Contracting Officer of that fact; and
(2) Comply with all the terms and conditions of this clause.

(i) In the award of subcontracts, for the types of supplies described in paragraph (b)(2) of this clause, including subcontracts for commercial
items, the Contractor shall flow down the requirements of this clause as follows:

(1) The Contractor shall insert the substance of this clause, including this paragraph (i), in subcontracts that exceed the simplified
acquisition threshold in part 2 of the Federal Acquisition Regulation.

(2) The Contractor shall insert the substance of paragraphs (a) through (e) of this clause, and this paragraph (i), in subcontracts that
are at or below the simplified acquisition threshold in part 2 of the Federal Acquisition Regulation.

(End of clause)

52.249-1 TERMINATION FOR CONVENIENCE OF THE GOVERNMENT (FIXED-PRICE) (SHORT FORM) (APR 1984) FAR
52.249-8 DEFAULT (FIXED-PRICE SUPPLY AND SERVICE) (APR 1984) FAR
52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998) FAR

This contract incorporates one or more clauses by reference, with the same force and effect as if they were given in full text. Upon request, the
Contracting Officer will make their full text available. Also, the full text of a clause may be accessed electronically at this/these address(es):

FAR: _https://www.acquisition.gov/?q=browsefar
DFARS: https://www.acq.osd.mil/dpap/dars/dfarspgi/current/index.html
DLAD: _http://www.dla.mil/HQ/Acquisition/Offers/DLAD.aspx

(End of clause)

52.252-6 AUTHORIZED DEVIATIONS IN CLAUSES (NOV 2020) FAR

(a) The use in this solicitation or contract of any Federal Acquisition Regulation (48 CFR Chapter 1) clause with an authorized deviation is
indicated by the addition of “(DEVIATION)” after the date of the clause.

(b) The use in this solicitation or contract of any DoD FAR Supplement (DFARS) (48 CFR Chapter 2) clause with an authorized deviation is
indicated by the addition of “(DEVIATION)” after the name of the regulation.

(End of Clause)
52.253-1 COMPUTER GENERATED FORMS (JAN 1991) FAR
252.204-7016 COVERED DEFENSE TELECOMMUNICATIONS EQUIPMENT OR SERVICES - REPRESENTATION (DEC 2019) DFARS

(a) Definitions. As used in this provision, “covered defense telecommunications equipment or services” has the meaning provided in the
clause 252.204-7018, Prohibition on the Acquisition of Covered Defense Telecommunications Equipment or Services.

(b) Procedures. The Offeror shall review the list of excluded parties in the System for Award Management (SAM) (https://www.sam.gov) for
entities excluded from receiving federal awards for “covered defense telecommunications equipment or services”.
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(c) Representation. The Offeror represents thatit[ ]does, [ ]does not provide covered defense telecommunications equipment or services
as a part of its offered products or services to the Government in the performance of any contract, subcontract, or other contractual instrument.
(End of provision)

252.204-7018 PROHIBITION ON THE ACQUISITION OF COVERED DEFENSE TELECOMMUNICATIONS EQUIPMENT OR SERVICES
(JAN 2021) DFARS

252.204-7019 NOTICE OF NIST SP 800-171 DOD ASSESSMENT REQUIREMENTS (NOV 2020) DFARS
(a) Definitions.

Basic Assessment, Medium Assessment, and High Assessment have the meaning given in the clause 252.204 -7020, NIST SP 800 -171
DoD Assessments.

Covered contractor information system has the meaning given in the clause 252.204 -7012, Safeguarding Covered Defense Information and
Cyber Incident Reporting, of this solicitation.

(b) Requirement. In order to be considered for award, if the Offeror is required to implement NIST SP 800 -171, the Offeror shall have a
current assessment (i.e., not more than 3 years old unless a lesser time is specified in the solicitation) (see 252.204 -7020) for each covered
contractor information system that is relevant to the offer, contract, task order, or delivery order. The Basic, Medium, and High NIST SP 800
-171 DoD Assessments are described in the NIST SP 800 -171 DoD Assessment Methodology located at https.//www.acq.osd.mil/dpap/pdi/
cyber/strategically _assessing_contractor_implementation_of NIST_SP_800-171.html.

(c) Procedures.

(1) The Offeror shall verify that summary level scores of a current NIST SP 800 -171 DoD Assessment (i.e., not more than 3 years old
unless a lesser time is specified in the solicitation) are posted in the Supplier Performance Risk System (SPRS) (https://www.sprs.csd.disa.
mil/) for all covered contractor information systems relevant to the offer.

(2) If the Offeror does not have summary level scores of a current NIST SP 800 -171 DoD Assessment (i.e., not more than 3 years old
unless a lesser time is specified in the solicitation) posted in SPRS, the Offeror may conduct and submit a Basic Assessment to
webptsmh@navy.mil for posting to SPRS in the format identified in paragraph (d) of this provision.

(d) Summary level scores. Summary level scores for all assessments will be posted 30 days post-assessment in SPRS to provide DoD
Components visibility into the summary level scores of strategic assessments.

(1) Basic Assessments. An Offeror may follow the procedures in paragraph (c)(2) of this provision for posting Basic Assessments to SPRS.
(i) The email shall include the following information:
(A) Cybersecurity standard assessed (e.g., NIST SP 800 -171 Rev 1).
(B) Organization conducting the assessment (e.g., Contractor self-assessment).
(C) For each system security plan (security requirement 3.12.4) supporting the performance of a DoD contract --

(7) All industry Commercial and Government Entity (CAGE) code(s) associated with the information system(s) addressed by the
system security plan; and

(2) A brief description of the system security plan architecture, if more than one plan exists.
(D) Date the assessment was completed.
(E) Summary level score (e.g., 95 out of 110, NOT the individual value for each requirement).

(F) Date that all requirements are expected to be implemented (i.e., a score of 110 is expected to be achieved) based on information
gathered from associated plan(s) of action developed in accordance with NIST SP 800 -171.

(ii) If multiple system security plans are addressed in the email described at paragraph (d)(1)(i) of this section, the Offeror shall use
the following format for the report:

CAGE codes Brief description of the Date score of 110 will
Date of assessment Total score

System security plan supported by this plan |  plan architecture achieved

(2) Medium and High Assessments. DoD will post the following Medium and/or High Assessment summary level scores to SPRS for each
system assessed:

(i) The standard assessed (e.g., NIST SP 800 -171 Rev 1).

(i) Organization conducting the assessment, e.g., DCMA, or a specific organization (identified by Department of Defense Activity
Address Code (DoDAAC)).

(iiif) All industry CAGE code(s) associated with the information system(s) addressed by the system security plan.
(iv) A brief description of the system security plan architecture, if more than one system security plan exists.

CONTINUED ON NEXT PAGE
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(v) Date and level of the assessment, i.e., medium or high.
(vi) Summary level score (e.g., 105 out of 110, not the individual value assigned for each requirement).

(vii) Date that all requirements are expected to be implemented (i.e., a score of 110 is expected to be achieved) based on information
gathered from associated plan(s) of action developed in accordance with NIST SP 800 -171.

(3) Accessibility. (i) Assessment summary level scores posted in SPRS are available to DoD personnel, and are protected, in accordance
with the standards set forth in DoD Instruction 5000.79, Defense-wide Sharing and Use of Supplier and Product Performance Information
(P1).

(i) Authorized representatives of the Offeror for which the assessment was conducted may access SPRS to view their own summary
level scores, in accordance with the SPRS Software User's Guide for Awardees/Contractors available at https.//www.sprs.csd.disa.mil/
pdf/SPRS_Awardee.pdf.

(iii) A High NIST SP 800 -171 DoD Assessment may result in documentation in addition to that listed in this section. DoD will retain and
protect any such documentation as “*Controlled Unclassified Information (CUI)" and intended for internal DoD use only. The information
will be protected against unauthorized use and release, including through the exercise of applicable exemptions under the Freedom of
Information Act (e.g., Exemption 4 covers trade secrets and commercial or financial information obtained from a contractor that is
privileged or confidential).

(End of provision)
252.204-7020 NIST SP 800-171 DOD ASSESSMENT REQUIREMENTS (NOV 2020) DFARS
(a) Definitions.
Basic Assessment means a contractor's self assessment of the contractor's implementation of NIST SP 800 -171 that --
(1) Is based on the Contractor's review of their system security plan(s) associated with covered contractor information system(s);
(2) Is conducted in accordance with the NIST SP 800 -171 DoD Assessment Methodology; and
(3) Results in a confidence level of “"Low" in the resulting score, because it is a self generated score.

Covered contractor information system has the meaning given in the clause 252.204 -7012, Safeguarding Covered Defense Information and
Cyber Incident Reporting, of this contract.

High Assessment means an assessment that is conducted by Government personnel using NIST SP 800 -171A, Assessing Security
Requirements for Controlled Unclassified Information that --

(1) Consists of --
(i) A review of a contractor's Basic Assessment;
(i) A thorough document review;

(iii) Verification, examination, and demonstration of a Contractor's system security plan to validate that NIST SP 800 -171 security
requirements have been implemented as described in the contractor's system security plan; and

(iv) Discussions with the contractor to obtain additional information or clarification, as needed; and

(2) Results in a confidence level of “"High" in the resulting score.
Medium Assessment means an assessment conducted by the Government that --

(1) Consists of --

(i) A review of a contractor's Basic Assessment;

(i) A thorough document review; and

(i) Discussions with the contractor to obtain additional information or clarification, as needed; and
(2) Results in a confidence level of “"Medium" in the resulting score.

(b) Applicability. This clause applies to covered contractor information systems that are required to comply with the National Institute of
Standards and Technology (NIST) Special Publication (SP) 800 -171, in accordance with Defense Federal Acquisition Regulation System
(DFARS) clause at 252.204 -7012, Safeguarding Covered Defense Information and Cyber Incident Reporting, of this contract.

(c) Requirements. The Contractor shall provide access to its facilities, systems, and personnel necessary for the Government to conduct a
Medium or High NIST SP 800 -171 DoD Assessment, as described in NIST SP 800 -171 DoD Assessment Methodology at https.//www.acq.
osd.mil/dpap/pdi/cyber/strategically _assessing_contractor_implementation_of NIST_SP_800-171.html, if necessary.

(d) Procedures. Summary level scores for all assessments will be posted in the Supplier Performance Risk System (SPRS) (https.//www.sprs.
csd.disa.mil/) to provide DoD Components visibility into the summary level scores of strategic assessments.

(1) Basic Assessments. A contractor may submit, via encrypted email, summary level scores of Basic Assessments conducted in
accordance with the NIST SP 800 -171 DoD Assessment Methodology to webptsmh@navy.mil for posting to SPRS.

(i) The email shall include the following information:
(A) Version of NIST SP 800 -171 against which the assessment was conducted.
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(B) Organization conducting the assessment (e.g., Contractor self-assessment).
(C) For each system security plan (security requirement 3.12.4) supporting the performance of a DoD contract --

(7) All industry Commercial and Government Entity (CAGE) code(s) associated with the information system(s) addressed by the system
security plan; and

(2) A brief description of the system security plan architecture, if more than one plan exists.
(D) Date the assessment was completed
(E) Summary level score (e.g., 95 out of 110, NOT the individual value for each requirement).

(F) Date that all requirements are expected to be implemented (i.e., a score of 110 is expected to be achieved) based on information
gathered from associated plan(s) of action developed in accordance with NIST SP 800 -171.

(ii) If multiple system security plans are addressed in the email described at paragraph (b)(1)(i) of this section, the Contractor shall use
the following format for the report:

CAGE codes Brief description of the Date score of 110 will
Date of assessment Total score

System security plan supported by this plan |  plan architecture achieved

(2) Medium and High Assessments. DoD will post the following Medium and/or High Assessment summary level scores to SPRS for each
system security plan assessed:

(i) The standard assessed (e.g., NIST SP 800 -171 Rev 1).

(ii) Organization conducting the assessment, e.g., DCMA, or a specific organization (identified by Department of Defense Activity
Address Code (DoDAAC)).

(iii) All industry CAGE code(s) associated with the information system(s) addressed by the system security plan.
(iv) A brief description of the system security plan architecture, if more than one system security plan exists.

(v) Date and level of the assessment, i.e., medium or high.

(vi) Summary level score (e.g., 105 out of 110, not the individual value assigned for each requirement).

(vii) Date that all requirements are expected to be implemented (i.e., a score of 110 is expected to be achieved) based on information
gathered from associated plan(s) of action developed in accordance with NIST SP 800 -171.

(e) Rebuttals.

(1) DoD will provide Medium and High Assessment summary level scores to the Contractor and offer the opportunity for rebuttal and
adjudication of assessment summary level scores prior to posting the summary level scores to SPRS (see SPRS User's Guide https:/
www.sprs.csd.disa.mil/pdf/SPRS_Awardee.pdf).

(2) Upon completion of each assessment, the contractor has 14 business days to provide additional information to demonstrate that they
meet any security requirements not observed by the assessment team or to rebut the findings that may be of question.

(f) Accessibility.

(1) Assessment summary level scores posted in SPRS are available to DoD personnel, and are protected, in accordance with the standards
set forth in DoD Instruction 5000.79, Defense-wide Sharing and Use of Supplier and Product Performance Information (PI).

(2) Authorized representatives of the Contractor for which the assessment was conducted may access SPRS to view their own summary
level scores, in accordance with the SPRS Software User's Guide for Awardees/Contractors available at https.//www.sprs.csd.disa.mil/pdf/
SPRS_Awardee.pdf.

(3) A High NIST SP 800 -171 DoD Assessment may result in documentation in addition to that listed in this clause. DoD will retain and
protect any such documentation as *“Controlled Unclassified Information (CUI)" and intended for internal DoD use only. The information will
be protected against unauthorized use and release, including through the exercise of applicable exemptions under the Freedom of
Information Act (e.g., Exemption 4 covers trade secrets and commercial or financial information obtained from a contractor that is privileged
or confidential).

(g9) Subcontracts.

(1) The Contractor shall insert the substance of this clause, including this paragraph (g), in all subcontracts and other contractual
instruments, including subcontracts for the acquisition of commercial items (excluding COTS items).

(2) The Contractor shall not award a subcontract or other contractual instrument, that is subject to the implementation of NIST SP 800 -171
security requirements, in accordance with DFARS clause 252.204 -7012 of this contract, unless the subcontractor has completed, within the
last 3 years, at least a Basic NIST SP 800 -171 DoD Assessment, as described in https.//www.acq.osd.mil/dpap/pdi/cyber/

strategically _assessing_contractor implementation_of NIST_SP_800-171.html, for all covered contractor information systems relevant to
its offer that are not part of an information technology service or system operated on behalf of the Government.

(3) If a subcontractor does not have summary level scores of a current NIST SP 800 -171 DoD Assessment (i.e., not more than 3 years old
CONTINUED ON NEXT PAGE
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unless a lesser time is specified in the solicitation) posted in SPRS, the subcontractor may conduct and submit a Basic Assessment, in
accordance with the NIST SP 800 -171 DoD Assessment Methodology, to webptsmh@navy.mil for posting to SPRS along with the
information required by paragraph (d) of this clause.

(End of clause)
252.225-7048 EXPORT CONTROLLED ITEMS (JUN 2013) DFARS

252.239-7098 PROHIBITION ON CONTRACTING TO MAINTAIN OR ESTABLISH A COMPUTER NETWORK UNLESS SUCH NETWORK
IS DESIGNED TO BLOCK ACCESS TO CERTAIN WEBSITES — REPRESENTATION (DEVIATION 2021-00003) (APR 2021)

(a) In accordance with section 8116 of Division C of the Consolidated Appropriations Act, 2021 (Pub. L. 116-260), or any other Act that
extends to fiscal year 2021 funds the same prohibitions, none of the funds appropriated (or otherwise made available) by this or any other Act
for DoD may be used to enter into a contract to maintain or establish a computer network unless such network is designed to block access to
pornography websites. This prohibition does not limit the use of funds necessary for any Federal, State, tribal, or local law enforcement
agency or any other entity carrying out criminal investigations, prosecution, or adjudication activities, or for any activity necessary for the
national defense, including intelligence activities.

(b) Representation. By submission of its offer, the Offeror represents that it is not providing as part of its offer a proposal to maintain or
establish a computer network unless such network is designed to block access to pornography websites.

(End of provision)

52.204-25 PROHIBITION ON CONTRACTING FOR CERTAIN TELECOMMUNICATIONS AND VIDEO SURVEILLANCE SERVICES OR
EQUIPMENT (AUG 2020) FAR

52.232-39 UNENFORCEABILITY OF UNAUTHORIZED OBLIGATIONS (JUN 2013) FAR




