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SECTION | - CONTRACT CLAUSES
52.202-1 DEFINITIONS (JUN 2020) FAR

52.203-3 GRATUITIES (APR 1984) FAR

52.203-5 COVENANT AGAINST CONTINGENT FEES (MAY 2014) FAR

52.203-6 RESTRICTIONS ON SUBCONTRACTOR SALES TO THE GOVERNMENT (JUN 2020) FAR

52.203-6 RESTRICTIONS ON SUBCONTRACTOR SALES TO THE GOVERNMENT (JUN 2020), ALTI (NOV 2021) FAR
52.203-7 ANTI-KICKBACK PROCEDURES (JUN 2020) FAR

52.203-8 CANCELLATION, RECISSION, AND RECOVERY OF FUNDS FOR ILLEGAL OR IMPROPER ACTIVITY (MAY 2014) FAR
52.203-10 PRICE OR FEE ADJUSTMENT FOR ILLEGAL OR IMPROPER ACTIVITY (MAY 2014) FAR

52.203-12 LIMITATION ON PAYMENTS TO INFLUENCE CERTAIN FEDERAL TRANSACTIONS (JUN 2020) FAR

52.203-17 CONTRACTOR EMPLOYEE WHISTLEBLOWER RIGHTS AND REQUIREMENT TO INFORM EMPLOYEES OF
WHISTLEBLOWER RIGHTS (JUN 2020) FAR

252.203-7001 PROHIBITION ON PERSONS CONVICTED OF FRAUD OR OTHER DEFENSE-CONTRACT-RELATED FELONIES (DEC
2008) DFARS

52.204-4 PRINTED OR COPIED DOUBLE-SIDED ON POSTCONSUMER FIBER CONTENT PAPER (MAY 2011) FAR
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52.204-19 INCORPORATION BY REFERENCE OF REPRESENTATIONS AND CERTIFICATIONS (DEC 2014) FAR
252.204-7000 DISCLOSURE OF INFORMATION (OCT 2016) DFARS

252.204-7009 LIMITATIONS ON THE USE OR DISCLOSURE OF THIRD-PARTY CONTRACTOR REPORTED CYBER INCIDENT
INFORMATION (OCT 2016) DFARS

252.204-7012 SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER INCIDENT REPORTING (DEC 2019) DFARS
252.205-7000 PROVISION OF INFORMATION TO COOPERATIVE AGREEMENT HOLDERS (DEC 1991) DFARS

52.209-6 PROTECTING THE GOVERNMENT'S INTEREST WHEN SUBCONTRACTING WITH CONTRACTORS DEBARRED,
SUSPENDED, OR PROPOSED FOR DEBARMENT (NOV 2021) FAR

252.209-7004 SUBCONTRACTING WITH FIRMS THAT ARE OWNED OR CONTROLLED BY THE GOVERNMENT OF A COUNTRY
THAT IS A STATE SPONSOR OF TERRORISM (MAY 2019) DFARS

52.211-15 DEFENSE PRIORITY AND ALLOCATION REQUIREMENTS (APR 2008) FAR
52.212-4 CONTRACT TERMS AND CONDITIONS - COMMERCIAL ITEMS (NOV 2021) FAR

252.215-7014 EXCEPTION FROM CERTIFIED COST OR PRICING DATA REQUIREMENTS FOR FOREIGN MILITARY SALES INDIRECT
OFFSETS (JUN 2018) DFARS

52.219-9 SMALL BUSINESS SUBCONTRACTING PLAN (NOV 2021) FAR
52.219-16 LIQUIDATED DAMAGES - SUBCONTRACTING PLAN (JAN 1999) FAR

52.219-28 POST AWARD SMALL BUSINESS PROGRAM REREPRESENTATION (SEP 2021) FAR
(a) Definitions. As used in this clause --

Long-term contract means a contract of more than five years in duration, including options. However, the term does not include contracts that
exceed five years in duration because the period of performance has been extended for a cumulative period not to exceed six months under
the clause at 52.217-8, Option to Extend Services, or other appropriate authority.

Small business concern --

(1) Means a concern, including its affiliates, that is independently owned and operated, not dominant in the field of operation in which it is
bidding on Government contracts, and qualified as a small business under the criteria in 13 CFR part 121 and the size standard in
paragraph (d) of this clause. Such a concern is "*not dominant in its field of operation" when it does not exercise a controlling or major
influence on a national basis in a kind of business activity in which a number of business concerns are primarily engaged. In determining
whether dominance exists, consideration shall be given to all appropriate factors, including volume of business, number of employees,
financial resources, competitive status or position, ownership or control of materials, processes, patents, license agreements, facilities,
sales territory, and nature of business activity.

(2) Affiliates, as used in this definition, means business concerns, one of whom directly or indirectly controls or has the power to control the
others, or a third party or parties control or have the power to control the others. In determining whether affiliation exists, consideration is
given to all appropriate factors including common ownership, common management, and contractual relationships. SBA determines
affiliation based on the factors set forth at 13 CFR 121.103.

(b) If the Contractor represented that it was any of the small business concerns identified in 19.000(a)(3) prior to award of this contract, the
Contractor shall rerepresent its size and socioeconomic status according to paragraph (f) of this clause or, if applicable, paragraph (h) of this
clause, upon occurrence of any of the following:

(1) Within 30 days after execution of a novation agreement or within 30 days after modification of the contract to include this clause if the
novation agreement was executed prior to inclusion of this clause in the contract.

(2) Within 30 days after a merger or acquisition that does not require a novation or within 30 days after modification of the contract to
include this clause, if the merger or acquisition occurred prior to inclusion of this clause in the contract.

(3) For long-term contracts-

CONTINUED ON NEXT PAGE
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(i) Within 60 to 120 days prior to the end of the fifth year of the contract; and
(ii) Within 60 to 120 days prior to the date specified in the contract for exercising any option thereafter.

(c) If the Contractor represented that it was any of the small business concerns identified in 19.000(a)(3) prior to award of this contract, the
Contractor shall rerepresent its size and socioeconomic status according to paragraph (f) of this clause or, if applicable, paragraph (h) of this
clause, when the Contracting Officer explicitly requires it for an order issued under a multiple-award contract.

(d) The Contractor shall rerepresent its size status in accordance with the size standard in effect at the time of this rerepresentation that
corresponds to the North American Industry Classification System (NAICS) code(s) assigned to this contract. The small business size standard
corresponding to this NAICS code(s) can be found at https://www.sba.gov/document/support--table-size-standards,

(e) The small business size standard for a Contractor providing an end item that it does not manufacture, process, or produce itself, for a
contract other than a construction or service contract, is 500 employees if the acquisition --

(1) Was set aside for small business and has a value above the simplified acquisition threshold;

(2) Used the HUBZone price evaluation preference regardless of dollar value, unless the Contractor waived the price evaluation preference;
or

(3) Was an 8(a), HUBZone, service-disabled veteran-owned, economically disadvantaged women-owned, or women-owned small business
set-aside or sole-source award regardless of dollar value.

(f) Except as provided in paragraph (h) of this clause, the Contractor shall make the representation(s) required by paragraph (b) and (c) of this
clause by validating or updating all its representations in the Representations and Certifications section of the System for Award Management
(SAM) and its other data in SAM, as necessary, to ensure that they reflect the Contractor's current status. The Contractor shall notify the
contracting office in writing within the timeframes specified in paragraph (b) of this clause, or with its offer for an order (see paragraph (c) of this
clause), that the data have been validated or updated, and provide the date of the validation or update.

(9) If the Contractor represented that it was other than a small business concern prior to award of this contract, the Contractor may, but is not
required to, take the actions required by paragraphs (f) or (h) of this clause.

(h) If the Contractor does not have representations and certifications in SAM, or does not have a representation in SAM for the NAICS code
applicable to this contract, the Contractor is required to complete the following rerepresentation and submit it to the contracting office, along
with the contract number and the date on which the rerepresentation was completed:

(1) The Contractor represents thatit[ ]is, [ ]is not a small business concern under NAICS Code assigned to contract number .

(2) [ Complete only if the Contractor represented itself as a small business concern in paragraph (h)(1) of this clause.] The Contractor
represents thatit[ ]is, [ ]is not, a small disadvantaged business concern as defined in 13 CFR 124.1002.

(3) [ Complete only if the Contractor represented itself as a small business concern in paragraph (h)(1) of this clause. ] The Contractor
represents thatit[ ]is, [ ] is not a women-owned small business concern.

(4) Women-owned small business (WOSB) concern eligible under the WOSB Program. [Complete only if the Contractor represented itself
as a women-owned small business concern in paragraph (h)(3) of this clause.] The Contractor represents that --

(i) It 1is, [ ]is nota WOSB concern eligible under the WOSB Program, has provided all the required documents to the WOSB
Repository, and no change in circumstances or adverse decisions have been issued that affects its eligibility; and

(i) It[ lis, [ ]is not a joint venture that complies with the requirements of 13 CFR part 127, and the representation in paragraph (h)(4)(i)
of this clause is accurate for each WOSB concern eligible under the WOSB Program participating in the joint venture. [The Contractor
shall enter the name or names of the WOSB concern eligible under the WOSB Program and other small businesses that are participating
in the joint venture: .] Each WOSB concern eligible under the WOSB Program participating in the joint venture shall submit a separate
signed copy of the WOSB representation.

(5) Economically disadvantaged women-owned small business (EDWOSB) concern.[Complete only if the Contractor represented itself as a
women-owned small business concern eligible under the WOSB Program in (h)(4) of this clause. ] The Contractor represents that --

(i) It 1is, [ ]is not an EDWOSB concern eligible under the WOSB Program, has provided all the required documents to the WOSB
Repository, and no change in circumstances or adverse decisions have been issued that affects its eligibility; and

(i) It[ lis, [ ]is not a joint venture that complies with the requirements of 13 CFR part 127, and the representation in paragraph (h)(5)(i)
of this clause is accurate for each EDWOSB concern participating in the joint venture. [The Contractor shall enter the name or names of
the EDWOSB concern and other small businesses that are participating in the joint venture: .] Each EDWOSB concern participating in
the joint venture shall submit a separate signed copy of the EDWOSB representation.

(6) [ Complete only if the Contractor represented itself as a small business concern in paragraph (h)(1) of this clause. ] The Contractor
represents thatit[ ]is,[ ] is nota veteran-owned small business concern.

(7) [ Complete only if the Contractor represented itself as a veteran-owned small business concern in paragraph (h)(6) of this clause.] The
Contractor represents thatit[ ]is,[ ] is not a service-disabled veteran-owned small business concern.

(8) [ Complete only if the Contractor represented itself as a small business concern in paragraph (h)(1) of this clause. ] The Contractor
represents that --

(i) It[ 1 is, [ lis not a HUBZone small business concern listed, on the date of this representation, on the List of Qualified HUBZone
Small Business Concerns maintained by the Small Business Administration, and no material changes in ownership and control, principal

CONTINUED ON NEXT PAGE
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office, or HUBZone employee percentage have occurred since it was certified in accordance with 13 CFR part 126; and

(i) It[ lis, [ ]1is nota HUBZone joint venture that complies with the requirements of 13 CFR part 126, and the representation in
paragraph (h)(8)(i) of this clause is accurate for each HUBZone small business concern participating in the HUBZone joint venture. [The
Contractor shall enter the names of each of the HUBZone small business concerns participating in the HUBZone joint venture: .] Each
HUBZone small business concern participating in the HUBZone joint venture shall submit a separate signed copy of the HUBZone
representation.

[Contractor to sign and date and insert authorized signer's name and title.]
(End of clause)

252.219-7003 SMALL BUSINESS SUBCONTRACTING PLAN (DOD CONTRACTS)—BASIC (DEC 2019) DFARS

52.222-19 CHILD LABOR - COOPERATION WITH AUTHORITIES AND REMEDIES (DEVIATION 2020-00019) (JUL 2020) FAR

(a) Applicability. This clause does not apply to the extent that the Contractor is supplying end products mined, produced, or manufactured in --
(1) Israel, and the anticipated value of the acquisition is $50,000 or more;
(2) Mexico, and the anticipated value of the acquisition is $83,099 or more; or

(3) Armenia, Aruba, Australia, Austria, Belgium, Bulgaria, Canada, Croatia, Cyprus, Czech Republic, Denmark, Estonia, Finland, France,
Germany, Greece, Hong Kong, Hungary, Iceland, Ireland, ltaly, Japan, Korea, Latvia, Liechtenstein, Lithuania, Luxembourg, Malta,
Moldova, Montenegro, Netherlands, New Zealand, Norway, Poland, Portugal, Romania, Singapore, Slovak Republic, Slovenia, Spain,
Sweden, Switzerland, Taiwan, Ukraine, or the United Kingdom and the anticipated value of the acquisition is $182,000 or more.

(b) Cooperation with Authorities. To enforce the laws prohibiting the manufacture or importation of products mined, produced, or manufactured
by forced or indentured child labor, authorized officials may need to conduct investigations to determine whether forced or indentured child
labor was used to mine, produce, or manufacture any product furnished under this contract. If the solicitation includes the provision 52.222-18,
Certification Regarding Knowledge of Child Labor for Listed End Products, or the equivalent at 52.212-3(i), the Contractor agrees to cooperate
fully with authorized officials of the contracting agency, the Department of the Treasury, or the Department of Justice by providing reasonable
access to records, documents, persons, or premises upon reasonable request by the authorized officials.

(c) Violations. The Government may impose remedies set forth in paragraph (d) for the following violations:

(1) The Contractor has submitted a false certification regarding knowledge of the use of forced or indentured child labor for listed end
products.

(2) The Contractor has failed to cooperate, if required, in accordance with paragraph (b) of this clause, with an investigation of the use of
forced or indentured child labor by an Inspector General, Attorney General, or the Secretary of the Treasury.

(3) The Contractor uses forced or indentured child labor in its mining, production, or manufacturing processes.

(4) The Contractor has furnished under the contract end products or components that have been mined, produced, or manufactured wholly
or in part by forced or indentured child labor. (The Government will not pursue remedies at paragraph (d)(2) or paragraph (d)(3) of this
clause unless sufficient evidence indicates that the Contractor knew of the violation.)

(d) Remedies.
(1) The Contracting Officer may terminate the contract.
(2) The suspending official may suspend the Contractor in accordance with procedures in FAR Subpart 9.4.

(3) The debarring official may debar the Contractor for a period not to exceed 3 years in accordance with the procedures in FAR Subpart
9.4.

(End of clause)
52.222-21 PROHIBITION OF SEGREGATED FACILITIES (APR 2015) FAR
52.222-26 EQUAL OPPORTUNITY (SEP 2016) FAR
52.222-35 EQUAL OPPORTUNITY FOR VETERANS (JUN 2020) FAR
52.222-36 EQUAL OPPORTUNITY FOR WORKERS WITH DISABILITIES (JUN 2020) FAR
52.222-37 EMPLOYMENT REPORTS ON VETERANS (JUN 2020) FAR
52.222-40 NOTIFICATION OF EMPLOYEE RIGHTS UNDER THE NATIONAL LABOR RELATIONS ACT (DEC 2010) FAR

CONTINUED ON NEXT PAGE
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52.223-6 DRUG-FREE WORKPLACE (MAY 2001) FAR

252.225-7001 BUY AMERICAN AND BALANCE OF PAYMENTS PROGRAM - BASIC (DEC 2017) DFARS

252.225-7001 BUY AMERICAN AND BALANCE OF PAYMENTS PROGRAM—BASIC (DEC 2017), ALT! (DEC 2017) DFARS
252.225-7002 QUALIFYING COUNTRY SOURCES AS SUBCONTRACTORS (DEC 2017) DFARS

252.225-7012 PREFERENCE FOR CERTAIN DOMESTIC COMMODITIES (DEC 2017) DFARS

(a) Definitions. As used in this clause --

“Component” means any item supplied to the Government as part of an end product or of another component.
“End product” means supplies delivered under a line item of this contract.

"Qualifying country” means a country with a reciprocal defense procurement memorandum of understanding or international agreement with
the United States in which both countries agree to remove barriers to purchases of supplies produced in the other country or services
performed by sources of the other country, and the memorandum or agreement complies, where applicable, with the requirements of section
36 of the Arms Export Control Act (22 U.S.C. 2776) and with 10 U.S.C. 2457. Accordingly, the following are qualifying countries:

Australia

Austria

Belgium

Canada

Czech Republic

Denmark

Egypt

Estonia

Finland

France

Germany

Greece

Israel

Italy

Japan

Latvia

Luxembourg

Netherlands

Norway

Poland

Portugal

Slovenia

Spain

Sweden

Switzerland

Turkey

United Kingdom of Great Britain and Northern Ireland.
“Structural component of a tent” --

(i) Means a component that contributes to the form and stability of the tent (e.g., poles, frames, flooring, guy ropes, pegs);

(ii) Does not include equipment such as heating, cooling, or lighting.

CONTINUED ON NEXT PAGE
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“United States” means the 50 States, the District of Columbia, and outlying areas.

“U.S.-flag vessel” means a vessel of the United States or belonging to the United States, including any vessel registered or having national
status under the laws of the United States.

(b) The Contractor shall deliver under this contract only such of the following items, either as end products or components, that have been
grown, reprocessed, reused, or produced in the United States:

(1) Food.

(2) Clothing and the materials and components thereof, other than sensors, electronics, or other items added to, and not normally
associated with, clothing and the materials components thereof. Clothing includes items such as outerwear, headwear, underwear,
nightwear. footwear, hosiery, handwear, belts, badges, and insignia.

(3)(i) Tents and structural components of tents;
(ii) Tarpaulins; or
(iii) Covers.
(4) Cotton and other natural fiber products.
(5) Woven silk or woven silk blends.
(6) Spun silk yarn for cartridge cloth.
(7) Synthetic fabric, and coated synthetic fabric, including all textile fibers and yarns that are for use in such fabrics.
(8) Canvas products.
(9) Wool (whether in the form of fiber or yarn or contained in fabrics, materials, or manufactured articles).

(10) Any item of individual equipment (Federal Supply Class 8465) manufactured from or containing fibers, yarns, fabrics, or materials
listed in this paragraph (b).

(c) This clause does not apply --

(1) Toitems listed in section 25.104(a) of the Federal Acquisition Regulation (FAR), or other items for which the Government has
determined that a satisfactory quality and sufficient quantity cannot be acquired as and when needed at U.S. market prices;

(2) Toincidental amounts of cotton, other natural fibers, or wool incorporated in an end product, for which the estimated value of the cotton,
other natural fibers, or wool --

(i) Is not more than 10 percent of the total price of the end product; and
(ii) Does not exceed the simplified acquisition threshold in FAR Part 2;
(3) To waste and byproducts of cotton or wool fiber for use in the production of propellants and explosives;

(4) To foods, other than fish, shellfish, or seafood, that have been manufactured or processed in the United States, regardless of where the
foods (and any component if applicable) were grown or produced. Fish, shellfish, or seafood manufactured or processed in the United
States and fish, shellfish, or seafood contained in foods manufactured or processed in the United States shall be provided in accordance
with paragraph (d) of this clause;

(5) To chemical warfare protective clothing produced in a qualifying country; or

(6) To fibers and yarns that are for use in synthetic fabric or coated synthetic fabric (but does apply to the synthetic or coated synthetic
fabric itself), if --

(i) The fabric is to be used as a component of an end product that is not a textile product. Examples of textile products, made in whole
or in part of fabric, include¥

(A) Draperies, floor coverings, furnishings, and bedding (Federal Supply Group 72, Household and Commercial Furnishings and
Appliances);

(B) Items made in whole or in part of fabric in Federal Supply Group 83, Textile/leather/furs/apparel/findings/tents/flags, or Federal
Supply Group 84, Clothing, Individual Equipment and Insignia;

(C) Upholstered seats (whether for household, office, or other use); and
(D) Parachutes (Federal Supply Class 1670); or

(ii) The fibers and yarns are para-aramid fibers and continuous filament para-aramid yarns manufactured in a qualifying country.

(d)(1) Fish, shellfish, and seafood delivered under this contract, or contained in foods delivered under this contract --
(i) Shall be taken from the sea by U.S.-flag vessels; or
(i) If not taken from the sea, shall be obtained from fishing within the UnitedStates; and
(2) Any processing or manufacturing of the fish, shellfish, or seafood shall be performed on a U.S.-flag vessel or in the United States.
(End of clause)

CONTINUED ON NEXT PAGE
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252.226-7001 UTILIZATION OF INDIAN ORGANIZATIONS, INDIAN-OWNED ECONOMIC ENTERPRISES, AND NATIVE HAWAIIAN
SMALL BUSINESS CONCERNS (SEP 2004) DFARS

52.229-3 FEDERAL, STATE, AND LOCAL TAXES (FEB 2013) FAR

52.232-1 PAYMENTS (APR 1984) FAR

52.232-8 DISCOUNTS FOR PROMPT PAYMENT (FEB 2002) FAR

52.232-17 INTEREST (MAY 2014) FAR

52.232-23 ASSIGNMENT OF CLAIMS (MAY 2014) FAR

52.232-40 PROVIDING ACCELERATED PAYMENTS TO SMALL BUSINESS SUBCONTRACTORS (NOV 2021) FAR

252.232-7006 WIDE AREA WORKFLOW PAYMENT INSTRUCTIONS (DEC 2018) DFARS
(a) Definitions. As used in this clause-

“Department of Defense Activity Address Code (DoDAAC)” is a six position code that uniquely identifies a unit, activity, or organization.
“Document type” means the type of payment request or receiving report available for creation in Wide Area WorkFlow (WAWF).

“Local processing office (LPQO)” is the office responsible for payment certification when payment certification is done external to the entitiement
system.

(b) Electronic invoicing. The WAWF system is the method to electronically process vendor payment requests and receiving reports, as
authorized by DFARS 252.232-7003, Electronic Submission of Payment Requests and Receiving Reports.

(c) WAWF access. To access WAWF, the Contractor shall-
(1) Have a designated electronic business point of contact in the System for Award Management at https://www.acquisition.gov; and

(2) Be registered to use WAWF at https://wawf.eb.mil/ following the step-by-step procedures for self-registration available at this web site.

(d) WAWF training. The Contractor should follow the training instructions of the WAWF Web-Based Training Course and use the Practice
Training Site before submitting payment requests through WAWF. Both can be accessed by selecting the “Web Based Training” link on the
WAWF home page at https://wawf.eb.mil/

(e) WAWF methods of document submission. Document submissions may be via web entry, Electronic Data Interchange, or File Transfer
Protocol.

(f) WAWF payment instructions. The Contractor must use the following information when submitting payment requests and receiving reports
in WAWEF for this contract/order:

(1) Document type. The Contractor shall use the following document type(s).
COMBO
(Contracting Officer: Insert applicable document type(s).

Note: If a “Combo” document type is identified but not supportable by the Contractor's business systems, an “Invoice” (stand-alone) and
“Receiving Report” (stand-alone) document type may be used instead.)

(2) Inspection/acceptance location. The Contractor shall select the following inspection/acceptance location(s) in WAWF, as specified
by the contracting officer.

SEE SECTION B
(Contracting Officer: Insert inspection and acceptance locations or “Not applicable.”)

(3) Document routing. The Contractor shall use the information in the Routing Data Table below only to fill in applicable fields in WAWF
when creating payment requests and receiving reports in the system.

Routing Data Table*

. . Data to be entered in
Field Name in WAWF WAWF
Pay Official DODAAC SEE BLOCK 12
Issue By DoDAAC SEE BLOCK 5
Admin DoDAAC SEE BLOCK 6

CONTINUED ON NEXT PAGE
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. . Data to be entered in
Field Name in WAWF WAWF
Inspect By DoDAAC SEE SECTION B
Ship To Code SEE SECTION B
Ship From Code SEE SECTION B
Mark For Code SEE SECTION B
Service Approver N/A
(DoDAAC)
Service Acceptor N/A
(DoDAAC)
Accept at Other DoDAAC N/A
LPO DoDAAC N/A
DCAA Auditor DODAAC N/A
Other DoDAAC(s) N/A

(*Contracting Officer: Insert applicable DoDAAC information or “See schedule” if multiple ship to/acceptance locations apply, or “Not
applicable.”)

(4) Payment request and supporting documentation. The Contractor shall ensure a payment request includes appropriate contract line
item and subline item descriptions of the work performed or supplies delivered, unit price/cost per unit, fee (if applicable), and all relevant
back-up documentation, as defined in DFARS Appendix F, (e.g. timesheets) in support of each payment request.

(5) WAWF email notifications. The Contractor shall enter the e-mail address identified below in the “Send Additional Email Notifications”
field of WAWF once a document is submitted in the system.

N/A
(Contracting Officer: Insert applicable email addresses or “Not applicable.”)
(9) WAWF point of contact.
(1) The Contractor may obtain clarification regarding invoicing in WAWF from the following contracting activity's WAWF point of contact.
SEE ADMINISTRATOR LIST
(Contracting Officer: Insert applicable information or “Not applicable.”)
(2) For technical WAWF help, contact the WAWF helpdesk at 866-618-5988.
(End of clause)

252.232-7010 LEVIES ON CONTRACT PAYMENTS (DEC 2006) DFARS

52.233-1 DISPUTES (MAY 2014) FAR

52.233-3 PROTEST AFTER AWARD (AUG 1996) FAR

52.242-5 PAYMENTS TO SMALL BUSINESS SUBCONTRACTORS (JAN 2017) FAR
52.242-13 BANKRUPTCY (JUL 1995) FAR

52.243-1 CHANGES - FIXED PRICE (AUG 1987) FAR

252.243-7001 PRICING OF CONTRACT MODIFICATIONS (DEC 1991) DFARS

252.243-7002 REQUESTS FOR EQUITABLE ADJUSTMENTS (DEC 2012) DFARS

(a) The amount of any request for equitable adjustment to contract terms shall accurately reflect the contract adjustment for which the
Contractor believes the Government is liable. The request shall include only costs for performing the change, and shall not include any costs
that already have been reimbursed or that have been separately claimed. All indirect costs included in the request shall be properly allocable
to the change in accordance with applicable acquisition regulations.

(b) In accordance with 10 U.S.C. 2410(a), any request for equitable adjustment to contract terms that exceeds the simplified acquisition
threshold shall bear, at the time of submission, the following certificate executed by an individual authorized to certify the request on behalf of

CONTINUED ON NEXT PAGE
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the Contractor:

| certify that the request is made in good faith, and that the supporting data are accurate and complete to the best of my knowledge and
belief.

(Official's Name)
(Title)

(c) The certification in paragraph (b) of this clause requires full disclosure of all relevant facts, including
(1) Certified cost or pricing data, if required, in accordance with subsection 15.403-4 of the Federal Acquisition Regulation (FAR); and

(2) Data other than certified cost or pricing data, in accordance with subsection 15.403-3 of the FAR, including actual cost data and data to
support any estimated costs, even if certified cost or pricing data are not required.

(d) The certification requirement in paragraph (b) of this clause does not apply to

(1) Requests for routine contract payments; for example, requests for payment for accepted supplies and services, routine vouchers under
a cost-reimbursement type contract, or progress payment invoices; or

(2) Final adjustments under an incentive provision of the contract.
(End of clause)

252.244-7000 SUBCONTRACTS FOR COMMERCIAL ITEMS (OCT 2020) DFARS
252.246-7007 CONTRACTOR COUNTERFEIT ELECTRONIC PART DETECTION AND AVOIDANCE SYSTEM (AUG 2016) DFARS
252.246-7008 SOURCES OF ELECTRONIC PARTS (MAY 2018) DFARS

252.247-7023 TRANSPORATION OF SUPPLIES BY SEA -- BASIC (FEB 2019) DFARS
(a) Definitions. As used in this clause --

“Components” means articles, materials, and supplies incorporated directly into end products at any level of manufacture, fabrication, or
assembly by the Contractor or any subcontractor.

“Department of Defense” (DoD) means the Army, Navy, Air Force, Marine Corps, and defense agencies.
“Foreign-flag vessel” means any vessel that is not a U.S.-flag vessel.
“Ocean transportation” means any transportation aboard a ship, vessel, boat, barge, or ferry through international waters.

“Subcontractor” means a supplier, materialman, distributor, or vendor at any level below the prime contractor whose contractual obligation to
perform results from, or is conditioned upon, award of the prime contract and who is performing any part of the work or other requirement of
the prime contract.

“Supplies” means all property, except land and interests in land, that is clearly identifiable for eventual use by or owned by the DoD at the time
of transportation by sea.

(i) Anitem is clearly identifiable for eventual use by the DoD if, for example, the contract documentation contains a reference to a
DoD contract number or a military destination.

(ii) “Supplies” includes (but is not limited to) public works; buildings and facilities; ships; floating equipment and vessels of every
character, type, and description, with parts, subassemblies, accessories, and equipment; machine tools; material; equipment; stores
of all kinds; end items; construction materials; and components of the foregoing.

“U.S.-flag vessel” means a vessel of the United States or belonging to the United States, including any vessel registered or having national
status under the laws of the United States.

(b)(1) The Contractor shall use U.S.-flag vessels when transporting any supplies by sea under this contract.
(2) A subcontractor transporting supplies by sea under this contract shall use U.S.-flag vessels if --
(i) This contract is a construction contract; or
(ii) The supplies being transported are --
(A) Noncommercial items; or
(B) Commercial items that --
(1) The Contractor is reselling or distributing to the Government without adding value (generally, the Contractor does not add value to
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items that it subcontracts for f.0.b. destination shipment);

(2) Are shipped in direct support of U.S. military contingency operations, exercises, or forces deployed in humanitarian or
peacekeeping operations; or

(3) Are commissary or exchange cargoes transported outside of the Defense Transportation System in accordance with 10 U.S.C.

2643.

(c) The Contractor and its subcontractors may request that the Contracting Officer authorize shipment in foreign-flag vessels, or designate

available U.S.-flag vessels, if the Contractor or a subcontractor believes that --
(1) U.S.-flag vessels are not available for timely shipment;
(2) The freight charges are inordinately excessive or unreasonable; or
(3) Freight charges are higher than charges to private persons for transportation of like goods.

(d) The Contractor must submit any request for use of foreign-flag vessels in writing to the Contracting Officer at least 45 days prior to the

sailing date necessary to meet its delivery schedules. The Contracting Officer will process requests submitted after such date(s) as

expeditiously as possible, but the Contracting Officer's failure to grant approvals to meet the shipper's sailing date will not of itself constitute a

compensable delay under this or any other clause of this contract. Requests shall contain at a minimum --
(1) Type, weight, and cube of cargo;
(2) Required shipping date;
(3) Special handling and discharge requirements;
(4) Loading and discharge points;
(5) Name of shipper and consignee;
(6) Prime contract number; and
(7) A documented description of efforts made to secure U.S.-flag vessels, including points of contact (with names and telephone

numbers) with at least two U.S.-flag carriers contacted. Copies of telephone notes, telegraphic and facsimile message or letters will

be sufficient for this purpose.
(e) The Contractor shall, within 30 days after each shipment covered by this clause, provide the Contracting Officer and the Maritime

Administration, Office of Cargo Preference, U.S. Department of Transportation, 400 Seventh Street SW, Washington, DC 20590, one copy of

the rated on board vessel operating carrier's ocean bill of lading, which shall contain the following information:
(1) Prime contract number;
(2) Name of vessel;
(3) Vessel flag of registry;
(4) Date of loading;
(5) Port of loading;
(6) Port of final discharge;
(7) Description of commodity;
(8) Gross weight in pounds and cubic feet if available;
(9) Total ocean freight in U.S. dollars; and
(10) Name of steamship company.

(f) If this contract exceeds the simplified acquisition threshold, the Contractor shall provide with its final invoice under this contract a
representation that to the best of its knowledge and belief --

(1) No ocean transportation was used in the performance of this contract;
(2) Ocean transportation was used and only U.S.-flag vessels were used for all ocean shipments under the contract;

(3) Ocean transportation was used, and the Contractor had the written consent of the Contracting Officer for all foreign-flag ocean

transportation; or

(4) Ocean transportation was used and some or all of the shipments were made on foreign-flag vessels without the written consent of

the Contracting Officer. The Contractor shall describe these shipments in the following format:

CONTRACT LINE

ITEM DESCRIPTION ITEMS

QUANTITY

TOTAL

(9) If this contract exceeds the simplified acquisition threshold and the final invoice does not include the required representation, the
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Government will reject and return it to the Contractor as an improper invoice for the purposes of the Prompt Payment clause of this contract. In
the event there has been unauthorized use of foreign-flag vessels in the performance of this contract, the Contracting Officer is entitled to
equitably adjust the contract, based on the unauthorized use.

(h) If the Contractor indicated in response to the solicitation provision, Representation of Extent of Transportation by Sea, that it did not
anticipate transporting by sea any supplies; however, after the award of this contract, the Contractor learns that supplies will be transported by
sea, the Contractor shall --

(1) Notify the Contracting Officer of that fact; and
(2) Comply with all the terms and conditions of this clause.

(i) In the award of subcontracts, for the types of supplies described in paragraph (b)(2) of this clause, including subcontracts for commercial
items, the Contractor shall flow down the requirements of this clause as follows:

(1) The Contractor shall insert the substance of this clause, including this paragraph (i), in subcontracts that exceed the simplified
acquisition threshold in part 2 of the Federal Acquisition Regulation.

(2) The Contractor shall insert the substance of paragraphs (a) through (e) of this clause, and this paragraph (i), in subcontracts that
are at or below the simplified acquisition threshold in part 2 of the Federal Acquisition Regulation.

(End of clause)

52.248-1 VALUE ENGINEERING (JUN 2020) FAR

(a) General. The Contractor is encouraged to develop, prepare, and submit value engineering change proposals (VECP's) voluntarily. The
Contractor shall share in any net acquisition savings realized from accepted VECP's, in accordance with the incentive sharing rates in
paragraph (f) below.

(b) Definitions. Acquisition savings, as used in this clause, means savings resulting from the application of a VECP to contracts awarded by the
same contracting office or its successor for essentially the same unit. Acquisition savings include --

(1) Instant contract savings, which are the net cost reductions on this, the instant contract, and which are equal to the instant unit cost
reduction multiplied by the number of instant contract units affected by the VECP, less the Contractor's allowable development and
implementation costs;

(2) Concurrent contract savings, which are net reductions in the prices of other contracts that are definitized and ongoing at the time the
VECP is accepted; and

(3) Future contract savings, which are the product of the future unit cost reduction multiplied by the number of future contract units in the
sharing base. On an instant contract, future contract savings include savings on increases in quantities after VECP acceptance that are due
to contract modifications, exercise of options, additional orders, and funding of subsequent year requirements on a multiyear contract.

Collateral costs, as used in this clause, means agency cost of operation, maintenance, logistic support, or Government-furnished property.

Collateral savings, as used in this clause, means those measurable net reductions resulting from a VECP in the agency's overall projected
collateral costs, exclusive of acquisition savings, whether or not the acquisition cost changes.

Contracting office includes any contracting office that the acquisition is transferred to, such as another branch of the agency or another
agency's office that is performing a joint acquisition action.

Contractor's development and implementation costs, as used in this clause, means those costs the Contractor incurs on a VECP
specifically in developing, testing, preparing, and submitting the VECP, as well as those costs the Contractor incurs to make the contractual
changes required by Government acceptance of a VECP.

Future unit cost reduction, as used in this clause, means the instant unit cost reduction adjusted as the Contracting Officer considers
necessary for projected learning or changes in quantity during the sharing period. It is calculated at the time the VECP is accepted and
applies either (1) throughout the sharing period, unless the Contracting Officer decides that recalculation is necessary because conditions
are significantly different from those previously anticipated or (2) to the calculation of a lump-sum payment, which cannot later be revised.

Government costs, as used in this clause, means those agency costs that result directly from developing and implementing the VECP, such
as any net increases in the cost of testing, operations, maintenance, and logistics support. The term does not include the normal
administrative costs of processing the VECP or any increase in this contract's cost or price resulting from negative instant contract savings.

Instant contract, as used in this clause, means this contract, under which the VECP is submitted. It does not include increases in quantities
after acceptance of the VECP that are due to contract modifications, exercise of options, or additional orders. If this is a multiyear contract,
the term does not include quantities funded after VECP acceptance. If this contract is a fixed-price contract with prospective price
redetermination, the term refers to the period for which firm prices have been established.

Instant unit cost reduction means the amount of the decrease in unit cost of performance (without deducting any Contractor's development
or implementation costs) resulting from using the VECP on this, the instant contract. If this is a service contract, the instant unit cost
reduction is normally equal to the number of hours per line-item task saved by using the VECP on this contract, multiplied by the
appropriate contract labor rate.

Negative instant contract savings means the increase in the cost or price of this contract when the acceptance of a VECP results in an
excess of the Contractor's allowable development and implementation costs over the product of the instant unit cost reduction multiplied by
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the number of instant contract units affected.
Net acquisition savings means total acquisition savings, including instant, concurrent, and future contract savings, less Government costs.
Sharing base, as used in this clause, means the number of affected end items on contracts of the contracting office accepting the VECP.

Sharing period, as used in this clause, means the period beginning with acceptance of the first unit incorporating the VECP and ending at a
calendar date or event determined by the contracting officer for each VECP.

Unit, as used in this clause, means the item or task to which the Contracting Officer and the Contractor agree the VECP applies.
Value engineering change proposal (VECP) means a proposal that --
(1) Requires a change to this, the instant contract, to implement; and

(2) Results in reducing the overall projected cost to the agency without impairing essential functions or characteristics; provided, that it does
not involve a change --

(i) In deliverable end item quantities only;

(ii) In research and development (R&D) end items or R&D test quantities that is due solely to results of previous testing under this
contract; or

(iii) To the contract type only.

(c) VECP preparation. As a minimum, the Contractor shall include in each VECP the information described in subparagraphs (1) through (8)
below. If the proposed change is affected by contractually required configuration management or similar procedures, the instructions in those
procedures relating to format, identification, and priority assignment shall govern VECP preparation. The VECP shall include the following:

(1) A description of the difference between the existing contract requirement and the proposed requirement, the comparative advantages
and disadvantages of each, a justification when an item's function or characteristics are being altered, the effect of the change on the end
item's performance, and any pertinent objective test data.

(2) A list and analysis of the contract requirements that must be changed if the VECP is accepted, including any suggested specification
revisions.

(3) Identification of the unit to which the VECP applies.

(4) A separate, detailed cost estimate for (i) the affected portions of the existing contract requirement and (ii) the VECP. The cost reduction
associated with the VECP shall take into account the Contractor's allowable development and implementation costs, including any amount
attributable to subcontracts under the Subcontracts paragraph of this clause, below.

(5) A description and estimate of costs the Government may incur in implementing the VECP, such as test and evaluation and operating
and support costs.

(6) A prediction of any effects the proposed change would have on collateral costs to the agency.

(7) A statement of the time by which a contract modification accepting the VECP must be issued in order to achieve the maximum cost
reduction, noting any effect on the contract completion time or delivery schedule.

(8) Identification of any previous submissions of the VECP, including the dates submitted, the agencies and contract numbers involved, and
previous Government actions, if known.

(d) Submission. The Contractor shall submit VECP's to the Contracting Officer, unless this contract states otherwise. If this contract is
administered by other than the contracting office, the Contractor shall submit a copy of the VECP simultaneously to the Contracting Officer and
to the Administrative Contracting Officer.

(e) Government action. (1) The Contracting Officer will notify the Contractor of the status of the VECP within 45 calendar days after the
contracting office receives it. If additional time is required, the Contracting Officer will notify the Contractor within the 45-day period and provide
the reason for the delay and the expected date of the decision. The Government will process VECP's expeditiously; however, it will not be
liable for any delay in acting upon a VECP.

(2) If the VECP is not accepted, the Contracting Officer will notify the Contractor in writing, explaining the reasons for rejection. The
Contractor may withdraw any VECP, in whole or in part, at any time before it is accepted by the Government. The Contracting Officer may
require that the Contractor provide written notification before undertaking significant expenditures for VECP effort.

(3) Any VECP may be accepted, in whole or in part, by the Contracting Officer's award of a modification to this contract citing this clause
and made either before or within a reasonable time after contract performance is completed. Until such a contract modification applies a
VECP to this contract, the Contractor shall perform in accordance with the existing contract. The decision to accept or reject all or part of
any VECP is a unilateral decision made solely at the discretion of the Contracting Officer.

(f) Sharing rates. If a VECP is accepted, the Contractor shall share in net acquisition savings according to the percentages shown in the table
below. The percentage paid the Contractor depends upon (1) this contract's type (fixed-price, incentive, or cost-reimbursement), (2) the
sharing arrangement specified in paragraph (a) above (incentive, program requirement, or a combination as delineated in the Schedule), and
(3) the source of the savings (the instant contract, or concurrent and future contracts), as follows:

Contractor's Share of Net Acquisition Savings
[Figures in Percent]
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1The Contracting Officer may increase the Contractor's sharing rate to as high as 75 percent for each VECP.
23ame sharing arrangement as the contract's profit or fee adjustment formula.

3The Contracting Officer may increase the Contractor's sharing rate to as high as 50 percent for each VECP.
(9) Calculating net acquisition savings. (1) Acquisition savings are realized when (i) the cost or price is reduced on the instant contract, (ii)
reductions are negotiated in concurrent contracts, (iii) future contracts are awarded, or (iv) agreement is reached on a lump-sum payment for
future contract savings (see subparagraph (i)(4) below). Net acquisition savings are first realized, and the Contractor shall be paid a share,
when Government costs and any negative instant contract savings have been fully offset against acquisition savings.

(2) Except in incentive contracts, Government costs and any price or cost increases resulting from negative instant contract savings shall be
offset against acquisition savings each time such savings are realized until they are fully offset. Then, the Contractor's share is calculated
by multiplying net acquisition savings by the appropriate Contractor's percentage sharing rate (see paragraph (f) above). Additional
Contractor shares of net acquisition savings shall be paid to the Contractor at the time realized.

(3) If this is an incentive contract, recovery of Government costs on the instant contract shall be deferred and offset against concurrent and
future contract savings. The Contractor shall share through the contract incentive structure in savings on the instant contract items affected.
Any negative instant contract savings shall be added to the target cost or to the target price and ceiling price, and the amount shall be offset
against concurrent and future contract savings.

(4) If the Government does not receive and accept all items on which it paid the Contractor's share, the Contractor shall reimburse the
Government for the proportionate share of these payments.

(h) Contract adjustment. The modification accepting the VECP (or a subsequent modification issued as soon as possible after any negotiations
are completed) shall --

(1) Reduce the contract price or estimated cost by the amount of instant contract savings, unless this is an incentive contract;

(2) When the amount of instant contract savings is negative, increase the contract price, target price and ceiling price, target cost, or
estimated cost by that amount;

(3) Specify the Contractor's dollar share per unit on future contracts, or provide the lump-sum payment;

(4) Specify the amount of any Government costs or negative instant contract savings to be offset in determining net acquisition savings
realized from concurrent or future contract savings; and

(5) Provide the Contractor's share of any net acquisition savings under the instant contract in accordance with the following:
(i) Fixed-price contracts --add to contract price.
(i) Cost-reimbursement contracts --add to contract fee.

(i) Concurrent and future contract savings. (1) Payments of the Contractor's share of concurrent and future contract savings shall be made by a
modification to the instant contract in accordance with subparagraph (h)(5) above. For incentive contracts, shares shall be added as a separate
firm-fixed-price line item on the instant contract. The Contractor shall maintain records adequate to identify the first delivered unit for 3 years
after final payment under this contract.

(2) The Contracting Officer shall calculate the Contractor's share of concurrent contract savings by (i) subtracting from the reduction in price
negotiated on the concurrent contract any Government costs or negative instant contract savings not yet offset and (ii) multiplying the result
by the Contractor's sharing rate.

(3) The Contracting Officer shall calculate the Contractor's share of future contract savings by (i) multiplying the future unit cost reduction by
the number of future contract units scheduled for delivery during the sharing period, (ii) subtracting any Government costs or negative
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instant contract savings not yet offset, and (iii) multiplying the result by the Contractor's sharing rate.

(4) When the Government wishes and the Contractor agrees, the Contractor's share of future contract savings may be paid in a single lump
sum rather than in a series of payments over time as future contracts are awarded. Under this alternate procedure, the future contract
savings may be calculated when the VECP is accepted, on the basis of the Contracting Officer's forecast of the number of units that will be
delivered during the sharing period. The Contractor's share shall be included in a modification to this contract (see subparagraph (h)(3)
above) and shall not be subject to subsequent adjustment.

(5) Alternate no-cost settlement method. When, in accordance with section 48.104-4 of the Federal Acquisition Regulation (FAR), the
Government and the Contractor mutually agree to use the no-cost settlement method, the following applies:

(i) The Contractor will keep all the savings on the instant contract and on its concurrent contracts only.

(ii) The Government will keep all the savings resulting from concurrent contracts placed on other sources, savings from all future
contracts, and all collateral savings.

(i) Collateral savings. If a VECP is accepted, the Contracting Officer will increase the instant contract amount, as specified in paragraph (h)(5)
of this clause, by a rate from 20 to 100 percent, as determined by the Contracting Officer, of any projected collateral savings determined to be
realized in a typical year of use after subtracting any Government costs not previously offset. However, the Contractor's share of collateral
savings will not exceed the contract's firm-fixed-price, target price, target cost, or estimated cost, at the time the VECP is accepted, or
$100,000, whichever is greater. The Contracting Officer will be the sole determiner of the amount of collateral savings.

(k) Relationship to other incentives. Only those benefits of an accepted VECP not rewardable under performance, design-to-cost (production
unit cost, operating and support costs, reliability and maintainability), or similar incentives shall be rewarded under this clause. However, the
targets of such incentives affected by the VECP shall not be adjusted because of VECP acceptance. If this contract specifies targets but
provides no incentive to surpass them, the value engineering sharing shall apply only to the amount of achievement better than target.

(I) Subcontracts. The Contractor shall include an appropriate value engineering clause in any subcontract-valued at or above the simplified
acquisition threshold, as defined in FAR 2.101 on the date of subcontract award, and may include one in subcontracts of lesser value. In
calculating any adjustment in this contract's price for instant contract savings (or negative instant contract savings), the Contractor's allowable
development and implementation costs shall include any subcontractor's allowable development and implementation costs, and any value
engineering incentive payments to a subcontractor, clearly resulting from a VECP accepted by the Government under this contract. The
Contractor may choose any arrangement for subcontractor value engineering incentive payments; provided, that the payments shall not reduce
the Government's share of concurrent or future contract savings or collateral savings.

(m) Data. The Contractor may restrict the Government's right to use any part of a VECP or the supporting data by marking the following legend
on the affected parts:

“These data, furnished under the Value Engineering clause of contract , shall not be disclosed outside the Government or duplicated, used, or
disclosed, in whole or in part, for any purpose other than to evaluate a value engineering change proposal submitted under the clause. This
restriction does not limit the Government's right to use information contained in these data if it has been obtained or is otherwise available from
the Contractor or from another source without limitations.”

If a VECP is accepted, the Contractor hereby grants the Government unlimited rights in the VECP and supporting data, except that, with
respect to data qualifying and submitted as limited rights technical data, the Government shall have the rights specified in the contract
modification implementing the VECP and shall appropriately mark the data. (The terms unlimited rights and limited rights are defined in part 27
of the Federal Acquisition Regulation.)

(End of clause)
52.249-1 TERMINATION FOR CONVENIENCE OF THE GOVERNMENT (FIXED-PRICE) (SHORT FORM) (APR 1984) FAR
52.249-2 TERMINATION FOR CONVENIENCE OF THE GOVERNMENT (FIXED-PRICE) (APR 2012) FAR
52.249-8 DEFAULT (FIXED-PRICE SUPPLY AND SERVICE) (APR 1984) FAR

52.253-1 COMPUTER GENERATED FORMS (JAN 1991) FAR

252.204-7018 PROHIBITION ON THE ACQUISITION OF COVERED DEFENSE TELECOMMUNICATIONS EQUIPMENT OR SERVICES
(JAN 2021) DFARS

252.204-7020 NIST SP 800-171 DOD ASSESSMENT REQUIREMENTS (NOV 2020) DFARS
(a) Definitions.
Basic Assessment means a contractor's self assessment of the contractor's implementation of NIST SP 800 -171 that --
(1) Is based on the Contractor's review of their system security plan(s) associated with covered contractor information system(s);
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(2) Is conducted in accordance with the NIST SP 800 -171 DoD Assessment Methodology; and
(3) Results in a confidence level of “"Low" in the resulting score, because it is a self generated score.

Covered contractor information system has the meaning given in the clause 252.204 -7012, Safeguarding Covered Defense Information and
Cyber Incident Reporting, of this contract.

High Assessment means an assessment that is conducted by Government personnel using NIST SP 800 -171A, Assessing Security
Requirements for Controlled Unclassified Information that --

(1) Consists of --
(i) A review of a contractor's Basic Assessment;
(i) A thorough document review;

(iii) Verification, examination, and demonstration of a Contractor's system security plan to validate that NIST SP 800 -171 security
requirements have been implemented as described in the contractor's system security plan; and

(iv) Discussions with the contractor to obtain additional information or clarification, as needed; and

(2) Results in a confidence level of “"High" in the resulting score.
Medium Assessment means an assessment conducted by the Government that --

(1) Consists of --

(i) A review of a contractor's Basic Assessment;

(i) A thorough document review; and

(iii) Discussions with the contractor to obtain additional information or clarification, as needed; and
(2) Results in a confidence level of “"Medium" in the resulting score.

(b) Applicability. This clause applies to covered contractor information systems that are required to comply with the National Institute of
Standards and Technology (NIST) Special Publication (SP) 800 -171, in accordance with Defense Federal Acquisition Regulation System
(DFARS) clause at 252.204 -7012, Safeguarding Covered Defense Information and Cyber Incident Reporting, of this contract.

(c) Requirements. The Contractor shall provide access to its facilities, systems, and personnel necessary for the Government to conduct a
Medium or High NIST SP 800 -171 DoD Assessment, as described in NIST SP 800 -171 DoD Assessment Methodology at https.//www.acq.
osd.mil/dpap/pdi/cyber/strategically _assessing_contractor_implementation_of NIST_SP_800-171.html, if necessary.

(d) Procedures. Summary level scores for all assessments will be posted in the Supplier Performance Risk System (SPRS) (https://www.sprs.
csd.disa.mil/) to provide DoD Components visibility into the summary level scores of strategic assessments.

(1) Basic Assessments. A contractor may submit, via encrypted email, summary level scores of Basic Assessments conducted in
accordance with the NIST SP 800 -171 DoD Assessment Methodology to webptsmh@navy.mil for posting to SPRS.

(i) The email shall include the following information:
(A) Version of NIST SP 800 -171 against which the assessment was conducted.
(B) Organization conducting the assessment (e.g., Contractor self-assessment).
(C) For each system security plan (security requirement 3.12.4) supporting the performance of a DoD contract --

(7) All industry Commercial and Government Entity (CAGE) code(s) associated with the information system(s) addressed by the system
security plan; and

(2) A brief description of the system security plan architecture, if more than one plan exists.
(D) Date the assessment was completed
(E) Summary level score (e.g., 95 out of 110, NOT the individual value for each requirement).

(F) Date that all requirements are expected to be implemented (i.e., a score of 110 is expected to be achieved) based on information
gathered from associated plan(s) of action developed in accordance with NIST SP 800 -171.

(ii) If multiple system security plans are addressed in the email described at paragraph (b)(1)(i) of this section, the Contractor shall use
the following format for the report:

CAGE codes Brief description of the Date score of 110 will
Date of assessment Total score

System security plan supported by this plan |  plan architecture achieved

(2) Medium and High Assessments. DoD will post the following Medium and/or High Assessment summary level scores to SPRS for each
system security plan assessed:

(i) The standard assessed (e.g., NIST SP 800 -171 Rev 1).

CONTINUED ON NEXT PAGE




CONTINUATION SHEET REFERENCE NO. OF DOCUMENT BEING CONTINUED: PAGE 18 OF 18 PAGES
SPE4A6-22-D-0061

SECTION | - CONTRACT CLAUSES (CONTINUED)

(ii) Organization conducting the assessment, e.g., DCMA, or a specific organization (identified by Department of Defense Activity
Address Code (DoDAAC)).

(iii) All industry CAGE code(s) associated with the information system(s) addressed by the system security plan.
(iv) A brief description of the system security plan architecture, if more than one system security plan exists.

(v) Date and level of the assessment, i.e., medium or high.

(vi) Summary level score (e.g., 105 out of 110, not the individual value assigned for each requirement).

(vii) Date that all requirements are expected to be implemented (i.e., a score of 110 is expected to be achieved) based on information
gathered from associated plan(s) of action developed in accordance with NIST SP 800 -171.

(e) Rebuttals.

(1) DoD will provide Medium and High Assessment summary level scores to the Contractor and offer the opportunity for rebuttal and
adjudication of assessment summary level scores prior to posting the summary level scores to SPRS (see SPRS User's Guide https://www.
sprs.csd.disa.mil/pdf/SPRS_Awardee.pdf).

(2) Upon completion of each assessment, the contractor has 14 business days to provide additional information to demonstrate that they
meet any security requirements not observed by the assessment team or to rebut the findings that may be of question.

(f) Accessibility.

(1) Assessment summary level scores posted in SPRS are available to DoD personnel, and are protected, in accordance with the standards
set forth in DoD Instruction 5000.79, Defense-wide Sharing and Use of Supplier and Product Performance Information (PI).

(2) Authorized representatives of the Contractor for which the assessment was conducted may access SPRS to view their own summary
level scores, in accordance with the SPRS Software User's Guide for Awardees/Contractors available at https.//www.sprs.csd.disa.mil/pdf/
SPRS_Awardee.pdf.

(3) A High NIST SP 800 -171 DoD Assessment may result in documentation in addition to that listed in this clause. DoD will retain and
protect any such documentation as "“Controlled Unclassified Information (CUI)" and intended for internal DoD use only. The information will
be protected against unauthorized use and release, including through the exercise of applicable exemptions under the Freedom of
Information Act (e.g., Exemption 4 covers trade secrets and commercial or financial information obtained from a contractor that is privileged
or confidential).

(9) Subcontracts.

(1) The Contractor shall insert the substance of this clause, including this paragraph (g), in all subcontracts and other contractual
instruments, including subcontracts for the acquisition of commercial items (excluding COTS items).

(2) The Contractor shall not award a subcontract or other contractual instrument, that is subject to the implementation of NIST SP 800 -171
security requirements, in accordance with DFARS clause 252.204 -7012 of this contract, unless the subcontractor has completed, within the
last 3 years, at least a Basic NIST SP 800 -171 DoD Assessment, as described in https.//www.acq.osd.mil/dpap/pdi/cyber/

strategically _assessing_contractor implementation_of NIST_SP_800-171.html, for all covered contractor information systems relevant to its
offer that are not part of an information technology service or system operated on behalf of the Government.

(3) If a subcontractor does not have summary level scores of a current NIST SP 800 -171 DoD Assessment (i.e., not more than 3 years old
unless a lesser time is specified in the solicitation) posted in SPRS, the subcontractor may conduct and submit a Basic Assessment, in
accordance with the NIST SP 800 -171 DoD Assessment Methodology, to webptsmh@navy.mil for posting to SPRS along with the
information required by paragraph (d) of this clause.

(End of clause)
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